Azure Virtual Desktop (AVD) A
Get Started NRF

Table of Contents

1. Install the Microsoft Remote DesKIop ClENt.........cooiiiiiiiiiiiiiec e 1
2. SiGN N YOUr AVD SESSION........uiiiiiiieeieecciieee e e e e e et e e e e e e e e e e e e e se et b e e e e e e e e e snntseeeeaeeeseansnraneeaaeeas 4
3. WOrKing in YOUI AVD SESSION.......cccciiiieieeeee ettt e e e e e e e e e e e e e e e e e e aaaeaaees 4
4, SigN OUL Of YOUF AVD SESSION ...eeiiiiiiiiiiieeeeee et e e e e e e e e e e e st s e e e e e e e s e ssnraaeeaaeeas 6
5. I T =1 T o T 1O PUPPPPPRRE 6

1. Install the Microsoft Remote Desktop Client

1. Click here to download and install the Microsoft Remote Desktop Client. You will be redirected to a Microsoft
webpage.

2. Scroll down to the Download and install the Remote Desktop Client for Windows (MSI) section.

Get started with the Windows Desktop client

Install the client

3. Click Windows 64-bit to download the client.

Install the client

he new Remote Desktop client (MSRDC) supports Windows 11

s 7 chent devices.

.
You can install the client for the current user, which doesn’t require admin rights, or your admin can install and configure
the client so that all users on the device can access it

Once you've installed the client, you can launch it from the Start menu by searching for Remote Desktop.

4. Click Open file to access the RemoteDesktop file. The Remote Desktop Setup wizard will appear.
3| = S

Downloads B Q -« £

¥ What do you want to do with
RemoteDesktop_1.2.6347.0_x64.msi?

Open Save as Save

5. Click Next.
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| @ Remote Desktop Setup

Welcome to the Remote Desktop Setup
Wizard

The Setup Wizard allows you to change the way Remote
Desktop features are instalied on your COMPULET Of 10 Femove it
from your computer, Click Next to continue or Cancel to @t the
Setup Wizard.

] [

6. Check the box to accept the license agreement, then click Next.

# Remote Desktop Setup - X
End-User License Agreement
Please read the following license agreement carefully

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT REMOTE DESKTOP

[These license terms are an agreement between you and Microsoft

ICorporation (or one of its affiliates). They apply to the software named above
land any Microsoft services or software updates (except to the extent such
services or updates are accompanied by new or additional terms, in which v

Privacy statement

[[711 accept the terms in the License Agreement|

o] o

7. Select Install just for you, then click Install.

(# Remote Desktop Setup - X
Installation Scope
Choose the installation scope and folder

(@) Install just for you ( )
Remote Desktop will be installed in a per-user folder and be available just for your user
account. You do not need local Administrator privileges.

() Install for all users of this machine
Remote Desktop will be installed in 2 per-machine folder and be available for all users.
You must have local Administrator privileges.

S

8. Click Finish. The Remote Desktop window will open.

i

Completed the Remote Desktop Setup
Wizard

Click the Finish button to exit the Setup Wizard.

[ Launch Remote Desktop when setup exits.

o e

9. Click Subscribe.
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© Remote Desktop

Let's get started

acy settings for managed resources have been preset by your o
Subscribe with URL

NOTE: If the window is not visible, click the Remote Desktop icon @ on the Windows taskbar to display it. You
can also pin it to the taskbar to ease future access.

10. Enter your NRFC email address, click Next, enter your network password, and click Sign in.

X

B2 Microsoft
Sign in

@nortonrasefulbright.com|

C} Sign-in options

Terms of use  Privacy 8 cookies <.

IMPORTANT: You will be required to authenticate yourself to access our environment using the Authenticator
app. If the app is not already installed on your firm or personal mobile device, please follow the instructions

described in the MS Authenticator — Setup guide. You can find this guide here.

11. A prompt from the Authenticator app will appear on your mobile device asking for a code. Enter the code you see on
your computer screen. Once authenticated, the NRF Canada Workspace will display.

X

@nortonrosefulbright.com

Approve sign in request
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2. Sign in your AVD session
1. Double click on NRFC-BCP-Desktop-EN to launch.

| €D Remote Desktop - O X

@ Settings HA Tile ]

~ NRF Canada DR

)

NRFC-BCP-
Desktop-EN

2. Enter your network password, then click OK. Your AVD session will launch.

Windows Security X

Enter your credentials

These credentials will be used to connect to NRF Canada

]

Y

\More choices
y

| oK | Cancel

NOTE: Select Remember me to avoid entering your password on your next login.

IMPORTANT:
1. AVD session will launch on full screen.
2. AVD session will disconnect if session remains idle for 3+ hours.

3. Working in your AVD session

1. On top of the Remote Desktop, the Connection Bar will visible when in Full Screen.

R A NRFC-BCP-Pilot-Desktop EN - 9 x}

a) To hide or show the bar, click the Pin icon located on the right side of the bar. When the bar is hidden, move your
mouse to the top-center of your desktop to temporarily reveal it.

b) Also, on the left next to the pin you can see the connection quality.

c) Inthe middle, you see the desktop name.

d) On the right of the bar, click on the Minimize icon to hide the Remote desktop completely and display your
personal environment.

IMPORTANT:
1. Avoid clicking the Restore Down icon, as it may prevent the Remote Desktop from functioning
correctly.

2. Do not click the Close icon, since it will not end your session properly and may cause issues.
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Start your working session by launching Microsoft Edge to ensure proper authentication with our system.

Next, launch OneDrive from the start menu to synchronize your files with the Remote Desktop.

Your will be able to access your files once the full OneDrive sync is completed. By default, each file icon will display

a white cloud symbol ((1)), indicating that the file is stored in the cloud only. When you open a file, it will first download
to your desktop before opening. Once downloaded, a green checkmark symbol ((2)) will appear, confirming the file is

now available locally. Any changes made to the file will automatically synchronize with OneDrive.

12
< .

Attachment 1 Attachment 2
- Welcome ... - MS Authe...

Launch Microsoft Teams, click on the ellipsis menu next to you profile picture and then go to Settings > Devices to
set up your microphone, speakers, and camera. Use Make a test call to check they are working.

[T < Q  Try in: to narrow your search to a chat or channel '% ] X
o Settings Devices
Approvals £33 General Audio
@ 2. Appearance
Sl {3} Chats and channels Ch  Audio settings A
(@) [} Notifications and activity
OneDrive Speaker Haut-parleur (Realtek(R) Audio) v
&3 Accounts and orgs
=]
r_gj_‘ (3 Privacy
o Microphone Microphone (Yeti Nana) v
% ¢ Accessibility
Calls k3 Devices I
I Automatically adjust mic sensitivity On Q
R Calls
[ Files and links Sync device buttons
I s lets yi buttons on your device. b On
@ o ETTEERTE This lets you use all the buttons on your device. The Teams button c

Apps will always work.

&) Recognition

(i) About Teams [Ej Make a test call

5. Launch Adobe Acrobat, enter you NRFC email address, and you could be prompted to select the devices you want
the Adobe licence to be removed from.

6. Finally, launch Any other apps and start working on what matter to you.

NOTE: When you will launch for the first time:

e Outlook, you will have to sign-in with your NRFC credentials and then configure your email signature.
e iManage, you will have to enter you NRFC email address and click on “Remember email”.

e Word, you will have to enter you NRFC email address and restart Word for the WordLx tab to appear.
e OneNote, you will have to select the Notebooks to open.

e Sticky Notes, you will have to sign-in to sync your notes.
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4. Sign out of your AVD session
1. Click Start, then click your Name/picture and select Sign Out.

9
<@ Change account settings Screenshat 2025-07-31 111818.png

& Lock

mago

2. Close the Remote Desktop app.

5. Next sign in

1. Click Start, then launch Remote Desktop .

2. A prompt from the Authenticator app will appear on your mobile device asking for a code. Enter the code you see on
your computer screen. Once authenticated, the NRF Canada Workspace will display.

3. Enter your network password.
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MS Authenticator
Setup

iPad or Android device - including Chromebook, excluding Huawei).

A
NRF

Authorized users can verify their NRF account identity using Microsoft Authenticator on a mobile device (iPhone, e

If you encounter any issues, please contact IT Support at ext. 5555 (1.866.466.5555).

Step1-Login

1.

1.
2.

On your firm-provided computer, enter your user name (vdelta01) and temporary password that was given to you.
Step 2 - Install Microsoft Authenticator
Firm-provided iPhone

From your firm-provided computer, go to https://mysignins.microsoft.com/security-info.

The My Sign-Ins page will display. Under Security
Info, click Add method.

Choose Authenticator App, then choose Add.

Click Next to advance the steps below:

My Sign-Ins

Q. Overview

.Q// Security info

B3 Qrganizations

Security info

These are the methods you use

Default sign-in method: Micr

1+~ Add method

o B 2 OO

Add a method

Which method would you like to add?

Choose a method

Authenticator app I
I

Al PO

Microsoft Authenticator X

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

Cancel

| want to use a different authenticator app

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school"

Back

On your firm-provided iPhone, launch the App Store or Play Store, then install Microsoft Authenticator. Proceed to

Step 3 - Configure your account.

Personal mobile device

1.

From your firm-provided computer, go to https://mysignins.microsoft.com/security-info.
NOTE: If you get a message to install Microsoft Authenticator, install the app on your personal mobile device by
launching the App Store or Play Store. DO NOT open the app yet.

CAN_DMS: \144747281\11
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MS Authenticator A

Setup NRF

2. On the security info web page, click Next at the
prompt for more information. EE icrosoft

mfafr.nrfcittest@nortonrosefulbright.com

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more
Next
3. Under How should we contact you, choose R TIE PN TR S
: Additional security verification
Mobile app. :
4. Under HOW dO yOU want to use the mObiIe app. Secure your account by adding phone venfication to your password. View video to know ho
choose Receive notifications for verification.
: : ?
5. Click Set up. Step 1: How should we contact you

Mobile app hd e

ou want to use the mobile app?

@®  Receive notifications for verification

Use verification code

To use these verification methods, you must set up the Microsoft Authenticator app.

eonf'gure the mobile app.

6. If you have not already done so in step 1 above, launch the App Store or Play Store and install Microsoft
Authenticator on your personal mobile device.

7. Proceed to Step 3 - Configure your account.

Step 3 — Configure your account

1. On your mobile device, open the Authenticator
app and tap Add Account.

2. Choose Work or school account, then ﬁ
choose Scan a QR code. I:|
3. Tap OK if prompted to allow access to your FA

camera.

Peace of mind for your digital life

VNP I e R rAl:";l;,Al‘. AT N " -

A] Aad work or SClLoul en..OUNt
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4. When the Scan the QR code prompt appears
on your firm computer, point your mobile
device camera at the code to scan it.

5. On your mobile device, tap Allow at the prompt
to receive notifications.

6. On your firm computer, click Next to advance
past the QR code screen.

7. On your firm computer a notification with a two-
digit code appears.

8. On your mobile device enter the two-digit code.
Tap Yes.

9. Your NRF account should now appear in the
Authenticator app on your mobile device. If
prompted, tap Finish.

CAN_DMS: \144747281\11

"Scan'the QR code™

Scan QR code

Use the Microsoft Authenticator ap,
app with your account. ;

After you scan the QR code, choost

“Authenticator” Would Like to
Senqd You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow Allow

Microsoft Authenticator
Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next™.

Can't scan image?

Microsoft Authenticator X
il Let's try it out
Approve the notification we're sending to your app by entening the number shown below.
- 86
Back

Are you trying to sign in?
Norton Rose Fulbright LLP
salman.kazi@nortonresefulbright.com

Enter the number shown to sign in.

Enter number here
No, it's not me Yes
Account added

o
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10. If prompted on your firm computer, click Next R —
at the Notification approved confirmation. HIEERERE ONS TG

Matification approved

v

11. If prompted on your firm computer, add a

Additional security verification
phone number to secure your account, then ’ P
click Done.
Secure your account by adding phone verification to your password. View v
o
Step 3: In case you lose access to the mobile app
Select your country or region - /
E 4
F
-
¢
-«
I
[ 1

12. On the Security info tab of the My Sign-Ins L
, Security info
page on your firm computer, ensure your
Default Sign in method iS Set tO Microsoft These are the methods you use to sign into your account or reset your password.

Authenticator - notification . If it’S nOt: Default sign-in method: Phone - text +1 6043192147 Change o

a) Click Change. 4+ Add method Change default method X
b) ::IICk thte W_hlcr_l n:jethog WOUId yOlt'l Ilke % Phone Which method would you like to use to sign in? °
O use 10 sign In drop-down menu to erosoft Authenticator - notificati »

Select Microsoft Authenticator _ Microsoft Authenticator Microsoft Authenticator - notification |

nOtification Microsoft Authenticator ‘7Bad( ‘
c) Click Confirm.

Hardware token Deepnet Security 2607133606402
CAN_DMS: \144747281\11 4
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