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Join the conversation

Tweet using #NLawMotion and connect with @NLawGlobal

@ Connect with us on LinkedIn

linkedin.com/company/nortonrosefulbright
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Speakers

Jane Caskey

Partner
Norton Rose Fulbright Canada LLP
Toronto

Jane is global head of our risk advisory
practice. She also practices intellectual
property law, and is involved in advising
clients on IP strategy and on
commercializing and protecting IP rights

Thomas Boyden

Managing Director
GRA Quantum

Thomas is the Managing Director of GRA
Quantum’s Silicon Valley office where he
focuses on driving the strategic growth,
partnerships, and execution of GRA
Quantum’s professional services.
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Steve Tenal

Partner
Norton Rose Fulbright Canada LLP
Toronto

Steve is a member of NRF’ s privacy team.
He advises clients on risk governance and
litigation mitigation strategies. He has
defended over a dozen class actions,
various derivative suits, and assisted
clients with OSC investigations.

Kevin Chalker

Founder & CEO
GRA Quantum

Kevin is the Founder & CEO of GRA
Quantum a professional services company
that specializes in solving complex
cybersecurity problems for its clients.
Kevin previously created and still manages
Global Risk Advisors, the parent company
of GRA Quantum.
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Legal Framework

Notification
of Breach
Obligations

Form 51-102F2
Disclosure of
Material Risk

Factors

Duty of Care /
“Caremark
Standard” /

National Policy

58-201

Privacy
Laws
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Securities
Law
Disclosure
(Materiality)

Cybersecurity

Regulatory
Investigation
S &
Sanctions

Statutory
Remedies
for Affected
Individuals

Derivative /
Class Action
& Other
Litigation
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Cyber Risk & Available Tools to Mitigate Risk

Visibility into sophisticated dark Employees can be the first line of

web attacker methods defense or the greatest
vulnerability for any

company depending
on the level of
security awareness
training offered

Must play offense:
The value of decoy
“honeynets”

Machine learnin Secure
and mathematicgl Communications
Platform

modelling provide
real-time detection of
malware across
thousands of endpoints

Managed Security
Services: Allowing
the experts to protect your data
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Threat Scenarios: Tips for Responding

e Target Stores: credit/debit card information and/or
contact information of up to 110 million people were
compromised

® In 2016, several medical facilities in the U.S. have fallen
victim to ransomware and paid hackers in bitcoins to
regain access

e Stolen IT credentials of executive of publically-traded
company prompts investigation into leak of intellectual
property worth hundreds of millions of dollars
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Data Incident

Incident
Identification

Investigate

Notifications

Validate &
Remediate

¢ Report
Incident
Response
Team Leader
and Follow
Incident
Response
Plan

¢ Notify Insurer
and Engage
“Breach
Coaches”
Under Policy

e Assess the
risk to
continued
operation
(and steps to
mitigate
further risk)
VS. preserving
evidence and
not alerting
perpetrator

e Document
Steps
Undertaken
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e Through
Forensic
Experts
Preserve
Evidence and
Assess
Systems & Info
Impacted

e Document
Steps
Undertaken

e Use of
Privileged
Communication
channels

“Real Risk of
Significant
Harm”

Health
Records

Voluntary
Notification

Content
Requirements

Mitigate Class
Action Risk

Assess Other
Disclosure
Obligations

Validate
systems

Assess
Probable
Causes, Future
Risks and
System Efficacy

Use of
Privileged
Communication
channels

Learn &
Enhance
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If you have any questions regarding
today’s presentation or would like to
discuss any of the topics that have been
presented, please feel free to stay behind
or leave your business card behind and we
will be sure to follow-up with you.

Thank you.

Contact

Jane Caskey
Partner, Global Head of Risk Advisory

+1 416.216.1899
jane.caskey@nortonrosefulbright.com

Steve Tenal
Partner

+1 416.216.4023
steve.tenai@nortonrosefulbright.com

A
NORTON ROSE FULBRIGHT



Resource material

Are you #riskready?

Data protection report
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http://riskready.nortonrosefulbright.online/
http://www.dataprotectionreport.com/2016/05/iadc-issues-cybersecurity-guidelines-for-drilling-assets/

Join the conversation

Tweet using #NLawMotion and connect with @NLawGlobal

@ Connect with us on LinkedIn

linkedin.com/company/nortonrosefulbright
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