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Speakers

Jane Caskey

Partner

Norton Rose Fulbright Canada LLP
Toronto

Jane is global head of our risk advisory
practice. She also practices intellectual
property law, and is involved in advising
clients on IP strategy and on
commercializing and protecting IP rights

John Crean

Managing Director

Teneo Strategy
Toronto

John Crean is Managing Director at Teneo
Strategy. John’s expertise is in all aspects

of communications and public affairs
strategy, including issues and crisis

management, media strategy, messaging

and training, coalition building and
advocacy.
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Michael Torrance

Of Counsel

Norton Rose Fulbright Canada LLP
Toronto

Michael is a member of the Norton Rose
Fulbright Canada LLP Risk Advisory
practice. He specializes in advising on
international standards of human rights and
risk management. Recent work includes
international human rights assessments in
West and North Africa, development of
supplier codes of conduct on human rights
issues and advising on the application of
international sustainability standards for
finance and reporting.

NORTON ROSE FULBRIGHT



Agenda

« Importance of Social Media to
Reputation

e Sources of Reputational Risk
* Major Crisis
* |P Related
 Employment Related

 How to manage the Risks

« Take-away Points for Protecting
Reputation
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Question

Does your organization use any form of social media?
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Importance of Social

Media for Reputation
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Importance of Social Media

« Estimated 2.3 bn people are social
network users around the globe

» Used by people socially and for work
« Social media can be a tool for

businesses:

» Marketing

* Recruitment

« Encouraging employees to connect

» Selling to customers

» Getting feedback
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Social Media — What's trending

- 1.65 bn users G0081€+ - 300 mn users

Y[]u TUI]e -1 bn users Linked m - 300 mn users

- 900 mn users fI iCkr - 112 mn users

' (ln-stag-’tam- - 400 mn users @(Pmtereé% - 100 mn users

m - 320 mn users & Snapchat - 100 mn users

Smith, Kit. “Marketing: 96 Amazing Social Media Statistics and Facts for 2016.” Brandwatch Blog, n.p. 7 March 2016.
https://www.brandwatch.com/2016/03/96-amazing-social-media-statistics-and-facts-for-2016/
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. 59% of companies do not
perform a social media risk
assessment and 84% of
executives surveyed were
concerned about the potential
risks involved in the use of
social media.?

... arecent survey found over
half of brands don’t have a
strategy In place to manage
social media complaints.?

2 Thompson, Thomas Jr., Jan Hertzberg, Mark Sullivan. “Social Media Risks and Rewards.” Grant Thornton, n.p. September 2013.
http://www.grantthornton.com/~/media/content-page-files/ advisory/pdfs/2013/ADV-social-media-survey.ashx

3 Kelty, Ty Mays. “Most Brands Are N tP epared to Manage Customer Complaints in Social Media.” Social Media Impact, n.p. 20 February 2014.
http://socialmediaimpact.com/brands_social_media_ complaints/#
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Sources of risk

Intellectual Employee
Property Conduct

Social Media
and

Reputation

Your Own 3d Party
Conduct Conduct
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Major Crisis
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What Is a crisis?

Threat to an organization’s reputation, bottom line

Incident or issue that causes severe disruption of normal business
operations

Situation that causes a breach of faith with key stakeholders
Whatever a Company’s stakeholders think is a crisis
Reputation risk
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Question

Do you have a comprehensive crisis plan?
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NO more secrets...

“Very few things will be secret
anymore, and those things which
are kept secret won't stay secret
very long...the real goal in
security is to retard the
degradation of the half-life of
secrets”

Joel Brenner, former NSA Counsel
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Question

Does your crisis plan include social media?

” motzon2016 NORTON ROSE FULBRIGHT

ing whal maller



“I didn’t see that coming...”

Most crises are foreseeable and preventable
Part of risk management function
Issues can become crises

Overlooked emerging issue
Poorly managed issue
Changing norms, values
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Crisis examples

JTYLENOL
For what matters most
ASHLEY MADISSN®
bp
Das Auto.
A
i.i
TACO \ N\ 4
CBC
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Media iIs responding and driving change

The concept of news and who produces it continues to be redefined

News is a commodity and news organizations need to differentiate
through exclusive content to attract attention

Expertise and objective analysis is begin replaced by investigations
and exposeés

Video is king
More and more news is mobile
Increasingly the audience drives the content
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Analytics drive the agenda

Editors at The Journal, like those at other large newspapers, follow
the Web traffic metrics closely. The paper’s top editors begin their
morning news meetings with a rundown of data points, including the
most popular search terms on WSJ.com, which articles are
generating the most traffic and what posts are generating buzz on
Twitter.

Alan Murray, Wall Street Journal
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Fast is the new good

“We live in this era of compressed news cycles in which the first day
of an event, the second day of a reaction, the third day of a follow-
up news feature, the fourth day of analysis are all collapsed into
one moment”

Kirk LaPointe, managing editor, The Vancouver Sun
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Prepare

A
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Monitor

A
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Respond
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The Risks — IP and

Branding
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IP Legal Framework

Trademark
Infringement,
Passing-Off, and

Dilution of Brand :
Tort of Intentional

Interference with
Economic Relations

Unfair Competition
Claim

Beware of the
Streisand
Copyright Effect &
Backlash
on Brand

Defamation and
Tort of Injurious
Falsehood
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How to manage IP/brand

examples
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Example 1 —Ignore

A
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Example 2 — Legal Response

"g% aﬂ MONTREAL

GAZETTE

Our intentions were good, but the fallout certainly was not.
Where did we go wrong...unfortunately we lapsed into
‘legalese’ with an approach commonly used to underscore the
seriousness of the request...This made it appear that Labatt
was asking the Gazette to censor itself for Labatt’s business
purposes.!

Charlie Angelakos, Vice President of Corporate Affairs for Labatt Breweries
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Example 3 — Engage effectively

A Snapshot of TD America
-ID on Facebook

5535

MOD
RESPONSE TIME E?gﬁqg i
o IREE RSN HTDBANK

COMMENTS #FINANCIAL
PER 1K FANS

s EDUCATION
MARKET CONTENT H#FISCALFIX
CAP

LIKES

$102B 10,142

TOP POST: 6.8K LIKES

Data Range: March 16 to April 5, 2015
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Example 3 — Engage effectively cont’d

On Faceboock, TD Bank is quick to respond to any customer message, whether it's a
complimentary post:

Kimberly Robbins | love 1 bank!

Like - Reply - Apal 13 at B:57am

ETDG Hi Kimberly, we () you 100! Thanks for stopping by, and we
hope you have a wonderful day! - Alara
Like - &% 1 - Apel 13 &t 8:10am

w View more replies

or a situation that requires a more in-depth response:

Andrea Dunlap I'm a bit disappointed. | called your HSA hotline and got very
liie help. | explained | have a tiered health insurance via my employeer so my
deductible ranges from S 1,000 for an individual in my lowest ierup 10 S
2.000. for an individual in my ... See More
Like - Reply - 7 1 - March 24 at 10:18am
E TD © That's nol the expariencs we wan! you 1o have Andrea. We'd
lixe 10 batter address your concams. Kindly send us a privale message
with your phone number and best time 1o talk. Please do not include
any account numbers. Thanks - Alara

Liks - Manch 24 at 10:38am

v View more replhes

to defusing unpleasant comments,

] Anish Garg Very bad experence with TD not good for business
Like - Reply - i 2 - April 1 at 8:02pm

B3| TDO Hey Anish, we don't wani you to feel this way, Please send us a
private message with details so we ook inlo this for you, Also, please
do not include account numbers, -Shay

Like - ™ 1 - April 1 at 7:03pm

the mod team was ready for any situation.
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Question

Does your organization monitor social media for any relevant
“hits”?
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Responding to social media to protect
brand/reputation

Ignore

Aggressive

Respond Legally

Moderate
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The Risks — Employment

Related
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Question

Has your organization put in place an employment policy factoring
In social media and appropriate controls?
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Social media and recruiting

e Source of information on new candidates

 Human rights protections
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What's happening in your company?
« Use of company equipment/social media accounts

e Privacy rights
 Of employees
* Of other stakeholders

« Bullying in the workplace (or outside of it)

| motzon2016 NORTON ROSE FULBRIGHT

ing whal mallers



What's happening in your company?

e ygomes and tech you love.
#WeAreEntertainiment

UK - http://www hmy.com

22,490 981 63,922 1~ m Tlow

Tweets & No replies
hmv

)‘? ...and those hard working individuals, who wanted to make hmv
great again, have mostly been fired, there seemed no other choice

hmv
_)"P Under usual circumstances, we'd never dare do such a thing as

this. However, when the company you dearly love is being ruined

hmv
,)'$ Just overheard our Marketing Director (he's staying, folks) ask
How do | shut down Twitter?” #hmvXFactorFiring

hmv
‘)*'P Sorry we've been quiet for so long. Under contract, we've been

unable to say a word, or -more importantly - tell the truth

hmvXFactorFiring
hmv
)‘ﬁ There are over 60 of us being fired at once! Mass execution, of
loyal employees who love the brand. #hmvXF ring

ive from HR where we're all being fired! Exciting
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What’'s happening outside of the company?

é YO!_'I'E Regional Police & 2- Follow
Awesomel Can we come too? MT
@Sunith_DB8R Any dealers in Vaughan
wanna make a 20sac chop? Come to
Keele/Langstaff Mr. Lube, need a spliff.

o1 47 OHEEEHSE

York Regional Police = VRP - 13 Aug 2013
@selim_shehab @Sunith_DBSR We do media relations. Our job is to educate,
inform & engage the community. Also, drugs are bad. And illegal.

York Regional Police ©YRP - 13 Aug 2013

[@selim_shehab An informed and engaged public = safer communities. We use
social media to raise awareness & create conversation w/ citizens.

I View other replies
&

L
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Show more

Mr. Lube @mrube - 13 Aug 2013
I.MII%E @YRP Thank you to the York Regional Police for your help and great work. The
matter has now been handled.

Afimans i

A
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What’'s happening outside of the company?

o Off-duty conduct and reputational harm
 When you can discipline or terminate

* Rights of free speech?
* Whistleblower protections
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Proactive strategies

e Social media policies

« Consider social media in other policies and training

* Recruitment
« Discipline and termination
* Use of company equipment

o Crisis management strategies
 HSE response plans
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Take-away points
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How to protect reputation

Prepare
* Register domains and user accounts before launching products, marketing
initiatives etc.
* Have robust internal social media policy and crisis management response plan

Monitor, monitor, monitor!
* In house, external, employees
« Consider setting up watch services or even engaging in google alerts etc.

Assess
*A site dedicated to brand bashing?
 Arant, immature joke et.?
e Factually erroneous?
» Aresult of a stakeholder’s negative experience?
e High traffic?
* Involve counterfeit goods or services?

Respond
* Ignore
 Respond (Aggressively/Moderately)
* Engage
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Join the conversation

Tweet using #NLawMotion and connect with @NLawGlobal

@ Connect with us on LinkedIn

linkedin.com/company/nortonrosefulbright
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If you have any questions regarding
today’s presentation or would like to
discuss any of the topics that have been
presented, please feel free to stay behind
or leave your business card behind and we
will be sure to follow-up with you.

Thank you.
Jane Caskey Michael Torrance
Partner Of Counsel
+1 416.216.1899 +1 416.216.1908

jane.caskey@nortonrosefulbright.com  michael.torrance@nortonrosefulbright.com
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Resource material

Social Media Law

Are you #riskready?
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http://www.socialmedialawbulletin.com/
http://riskready.nortonrosefulbright.online/
http://riskready.nortonrosefulbright.online/
http://riskready.nortonrosefulbright.online/
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