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Introduction

In the space of a very short time, businesses are focusing
on what the metaverse means for them. In addition to
commercialising the opportunities available to them,
such as new channels to market and enhanced customer
engagement, businesses will need to understand and
address the associated risks.

Such matters are extremely important for businesses, consumers,
law-makers and lawyers alike. In this seven-part guide we consider the
following key legal and regulatory issues in relation to the metaverse:

Part 1]
What is the metaverse?

Who are the current big players building it?
What will the metaverse mean for business?

What are key technical, operational and governance considerations?

Part 2|
Intellectual property and the metaverse

What are virtual reality worlds and virtual items?
Non-fungible tokens

How do traditional IP concepts sit with non-fungible tokens and other
works in the metaverse?

Part 3]
Anti-trust/competition law issues

Developer and participant conduct
Will the EU Digital Markets Act apply to the metaverse?

Competitors communicating and co-operating with each other in
relation to metaverse offerings
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Part 4
Decentralised models and data issues

Data in the metaverse

Decentralised networks

Who is responsible for data protection law compliance?
Data subject consents

Special categories of data

Children and the metaverse

Data sharing

Data export and localisation

Responsibility for data breaches and cyber attacks

Part 5
Transacting in the metaverse

Buying “land” in the metaverse

What are the key issues when contracting in the metaverse ecosystem?
Non-fungible tokens, smart contracts and blockchain

Financial crime

Will metaverse risk and control considerations be similar to those
relevant to the Internet?

Digital marketing, adverting and social media in the
metaverse

How will businesses be able to advertise in the metaverse?
Social media regulation
Regulating advertising content in the metaverse

Will Al have implications for marketing and the use of avatars in the
metaverse?

Al and the metaverse

Why is Al relevant to the metaverse?
How might Al regulation impact upon the metaverse?
How to operationalise Al risk mitigation in the metaverse

Data protection and Al
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Overview of the legal and regulatory issues

The diagram shows the key legal issues and subject areas this guide covers.
The breadth of issues means that mitigating risk associated with the metaverse

is going to be a significant challenge for any business, but particularly so for a
regulated business.

Deep fakes .
Avatars smart contracts D212 Protection

Digital advertising regulation Anti-trust Contractual )
Governing laW Subliminal techniques Data Sharlng

Jurisdiction Social media regulation

Decentralised Met averse StI‘ at e gy Governance

Buying land
Artifical intelligence sorderess Cybersecurity

Emotion recognition B]ockchain
Risk mitigation Fipancial crime
NFTS Intellectual property rights
Digital identity
Biometric data
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What is the metaverse?

The metaverse is a vision for shared, 3D virtual spaces that
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spaces will be parallel to physical spaces (marketplaces,

social networks, workplaces, etc). The technology behind the

metaverse is a confluence of the technology behind video games,
social networks, e-commerce, and computer simulation that

has developed over the last twenty years.
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Who are the current big players
building it?

The major technology players see commercial opportunities in the metaverse.
The major tech players currently active in developing the necessary
infrastructure are mostly American and Chinese.

Secure storage and transfer of digital identity and digital assets are expected to

require blockchain-type solutions and the use of digital currencies: for example,

having access to a cryptocurrency that can be used to purchase objects in more
than one metaverse.

What will the metaverse mean for business?

Currently, the main metaverse applications show their origins in gaming and in
simulation: games, training, virtual tours of spaces such as museums or factories,
and spaces for shared working and collaboration.

Companies, especially luxury consumer goods companies and financial services
companies, are buying “land” and starting to establish a brand presence in the
metaverse. These virtual establishments are expected to support commercial
activities (such as selling services and providing after-sales support), but that
may depend on the regulatory environment of these virtual spaces.

For consumer goods companies, the opportunity exists to sell clothes or cars,
for example, to be purchased by participants for use by their metaverse avatars.
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What are the key technical, operational and
governance considerations?

Massively large databases

What kind of data capacity will be needed to support the metaverse?

The metaverse will require massively large databases with real-time (or near
real-time) updating, along with simultaneous access by millions or even billions
of users. As with national telecommunications and electricity networks, or the
very large databases of social media companies, the technical expertise needed
to operate these very large IT systems will be concentrated in just a handful of
commercial organisations.

Because of its size and great commercial potential, the metaverse has attracted
attention from large technology companies. However, even these companies,
despite their ambitions, are unlikely to be able to provide the entire metaverse
platform on their own, or even jointly. It is much more likely that different parts
of the metaverse will be provided by different companies, perhaps divided

by geographic regions, or by vertical industry sectors, or by the types of
applications and users.

Multiple stakeholders

If there are going to be multiple stakeholders, what are the technology
implications of that?

There may be significant scope for shared data platforms in the metaverse as

a result - for example, distributed ledger technology is expected to play a big
role. Such platforms might provide a means to transfer information and assets
between metaverse subspaces based on different application domains or
different sectors or different geographies (such as transfer of wealth obtained in
online games across to bank deposits or across to purchase vouchers usable in
e-commerce sites).

Technical/interoperability standards

What are the implications for data exchange between all the stakeholders?

There could be quite a few implications, but for effective collaboration between
multiple metaverse stakeholders, there will need to be standards for real-time
exchange of data and user interactions.

Standards may emerge as the metaverse comes into being and grows, or
standards may be agreed in advance. Already there are efforts to develop open
source standards, such as standards for rendering of graphical instructions.
Whether they will be adopted commercially or not will depend on the attitudes of
the major technology companies.

Often, standards in computing only emerge after much tactical jockeying and
positioning by competing technology companies, each eager to impose their
own views and practices onto final standards, though perhaps unwilling

to be seen to be doing so.
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Role of Al, the internet of things, distributed ledge technology,
smart contracts and non-fungible tokens

What role will blockchain/distributed ledger technology, smart contracts,
non-fungible tokens, the internet of things and Al have in the metaverse?

All of these technologies will play a role, as they increasingly do in commercial
and social interactions in the offline world:

Sensor devices in the internet of things, for instance, collect real-world
information which is fed into automated computer programs implemented
as smart contracts sitting on a distributed ledger;

The huge amounts of data generated by metaverse activities will find their
way into Al programs engaged in predictive analytics - attempting to predict
consumer behaviour, for example, or to diagnose the causes of faults in
systems; and

Non-fungible tokens, which are a means to bring scarcity from the physical
world into the online world, will play a part as people engage in commercial
transactions in the metaverse.

Governance

What might governance look like inside a business in relation to the metaverse?

It depends on what the business wants to use the metaverse for. If it is just for
branding and marketing communications purposes, the governance might look
very like that which applies in relation to a corporate website.

On the other hand, things will be very different if it is also a channel for
distribution of new products and services, and in that case the particular risks
associated with the metaverse would need to be factored in.

For a regulated business like a bank, a key governance issue will be how will
regulators view product sale and distribution in the metaverse.

One metaverse or multiple metaverses?

Will there be just one metaverse that eventually arises out of the Worldwide Web,
or are likely to be multiple metaverses?

It is a matter of opinion, but one view is that, as things stand, we are most
likely looking at the evolution of multiple metaverses. Stakeholders are
still working out how to monetise the customer journey in the metaverse,
and that may mean (for some at least) a desire for customer

relationship ownership.
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Key contacts

Australia

Nick Abrahams
Global Co-leader, Digital Transformation Practice
Tel +612 9330 8312

nick.abrahams@nortonrosefulbright.com

Belgium

Ross Phillipson
Senior Advisor
Tel +618 6212 3449

ross.phillipson@nortonrosefulbright.com

Canada

Jay Modrall
Senior Counsel

Tel +32 2 237 61 47
jay.modrall@nortonrosefulbright.com

Maya Medeiros
Partner

Tel +1 604 641 4846
maya.medeiros@nortonrosefulbright.com

France
Nadege Martin Clement Monnet
Partner Counsel

Tel +33156 59 53 74

nadege.martin@nortonrosefulbright.com

Sébastien Praicheux
Partner
Tel +33 156 59 54 25

sebastien.praicheux@nortonrosefulbright.com

Germany

Tel +33 156 59 53 91

clement.monnet@nortonrosefulbright.com

Geoffroy Coulouvrat
Senior Associate
Tel +33 156 59 52 98

geoffroy.coulouvrat@nortonrosefulbright.com

Daniel Marschollek
Partner
Tel +49 69 505096 215

daniel.marschollek@nortonrosefulbright.com

Hong Kong

Christoph Ritzer
Partner
Tel +49 69 505096 241

christoph.ritzer@nortonrosefulbright.com

Japan

Justin Davidson
Partner
Tel +852 3405 2426

justin.davidson@nortonrosefulbright.com

The Netherlands

Sam Inohara
Partner
Tel +813 4545 3213

sam.inohara@nortonrosefulbright.com

United Arab Emirates

Nikolai de Koning
Counsel
Tel +3120 462 9407

nikolai.dekoning@nortonrosefulbright.com
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United Kingdom

Felicia J. Boyd
Head of IP Brands, United States
Tel +1612 3212206

felicia.ooyd@nortonrosefulbright.com

Sean Christy
Partner

Tel +1404 443 2146
sean.christy@nortonrosefulbright.com

Chuck Hollis
Partner

Tel +1404 443 2147
chuck.hollis@nortonrosefulbright.com

Andrew Lom
Global Head of Private Wealth
Tel +1212 318 3119

andrew.lom@nortonrosefulbright.com

Daniel Farris
Partner-in-Charge, Chicago
Tel +1 312 964 7730

daniel.farris@nortonrosefulbright.com

Susan Ross
Counsel
Tel +1 212 318 3280

susan.ross@nortonrosefulbright.com

Robert A. Schwinger
Partner
Tel +1212 408 5364

robert.schwinger@nortonrosefulbright.com

Rachael Browndorf
Senior Associate
Tel +1303 8012763

rachael.browndorf@nortonrosefulbright.com

James Russell
Partner

Tel +44 20 7444 3902
james.russell@nortonrosefulbright.com

Marcus Evans
EMEA Head of Information Governance,
Privacy and Cybersecurity

Tel +44 20 7444 3959
marcus.evans@nortonrosefulbright.com

Lara White
Partner

Tel +44 20 7444 5158
lara.white@nortonrosefulbright.com

Sean Murphy
Global Head of FinTech

Tel +44 20 7444 5039
sean.murphy@nortonrosefulbright.com

Mike Knapper
Head of Intellectual Property, EMEA

Tel +44 20 7444 3998
mike.knapper@nortonrosefulbright.com

Harriet Jones-Fenleigh
Partner
Tel +44 20 7444 2867

harriet.jones-fenleigh@nortonrosefulbright.com

Michael Sinclair
Knowledge Director, Campaigns

Tel +44 20 7444 2344
michael.sinclair@nortonrosefulbright.com
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