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Introduction

In the space of a very short time, businesses are focusing
on what the metaverse means for them. In addition to
commercialising the opportunities available to them,
such as new channels to market and enhanced customer
engagement, businesses will need to understand and
address the associated risks.

Such matters are extremely important for businesses, consumers,
law-makers and lawyers alike. In this seven-part guide we consider the
following key legal and regulatory issues in relation to the metaverse:

Part 1]
What is the metaverse?

Who are the current big players building it?
What will the metaverse mean for business?

What are key technical, operational and governance considerations?

Part 2|
Intellectual property and the metaverse

What are virtual reality worlds and virtual items?
Non-fungible tokens

How do traditional IP concepts sit with non-fungible tokens and other
works in the metaverse?

Part 3]
Anti-trust/competition law issues

Developer and participant conduct
Will the EU Digital Markets Act apply to the metaverse?

Competitors communicating and co-operating with each other in
relation to metaverse offerings
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Part 4
Decentralised models and data issues

Data in the metaverse

Decentralised networks

Who is responsible for data protection law compliance?
Data subject consents

Special categories of data

Children and the metaverse

Data sharing

Data export and localisation

Responsibility for data breaches and cyber attacks

Part 5
Transacting in the metaverse

Buying “land” in the metaverse

What are the key issues when contracting in the metaverse ecosystem?
Non-fungible tokens, smart contracts and blockchain

Financial crime

Will metaverse risk and control considerations be similar to those
relevant to the Internet?

Digital marketing, adverting and social media in the
metaverse

How will businesses be able to advertise in the metaverse?
Social media regulation
Regulating advertising content in the metaverse

Will Al have implications for marketing and the use of avatars in the
metaverse?

Al and the metaverse

Why is Al relevant to the metaverse?
How might Al regulation impact upon the metaverse?
How to operationalise Al risk mitigation in the metaverse

Data protection and Al
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Overview of the legal and regulatory issues

The diagram shows the key legal issues and subject areas this guide covers.
The breadth of issues means that mitigating risk associated with the metaverse

is going to be a significant challenge for any business, but particularly so for a
regulated business.

Deep fakes .
Avatars smart contracts D212 Protection

Digital advertising regulation Anti-trust Contractual )
Governing laW Subliminal techniques Data Sharlng

Jurisdiction Social media regulation

Decentralised Met averse StI‘ at e gy Governance

Buying land
Artifical intelligence sorderess Cybersecurity

Emotion recognition B]ockchain
Risk mitigation Fipancial crime
NFTS Intellectual property rights
Digital identity
Biometric data
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Data in the metaverse

Participation in the metaverse will involve the collection of unprecedented
amounts and types of data, including personal data. Today’s smartphone apps
and websites already allow organisations to understand how individuals move
around the web or navigate an app. The metaverse will allow the collection of
this type of information and much more.

In the metaverse:

e Organisations will be also able to collect information about individuals'
physiological responses to content in the metaverse, thereby obtaining a
much deeper understanding of their customers’ thought processes and
behaviours.

e A user will no longer need to proactively provide personal data by opening
up their smartphone and accessing their webpage or app of choice. Instead,
their data will be gathered in the background while they go about their virtual
lives.

It is also anticipated that users participating in the metaverse will be “logged
in” for extended amounts of time. This will mean that patterns of behaviour

will be continually monitored, enabling the metaverse and the businesses
(vendors of goods and services) participating in the metaverse to gather a
deeper understanding of their customer-base’s preferences and to target those
customers in a more targeted way.

Taking some examples:

e The metaverse may observe a user frequently glancing at café and restaurant
windows, stopping to look at cakes in a bakery window. Based on that
information, the metaverse may determine that the user is hungry and provide
advertisements for real-world food delivery services.

e Anindividual heading to a store in the metaverse might be shown deals on
his/her favourite products in real time as he/she is browsing the shelves
based on his/her previous behaviour.

Decentralised networks

Applying a legal analysis to such scenarios is complicated by the fact that
we may not be talking about one “metaverse” run by a single provider, but a
decentralised network of multiple “metaverses” with different platform providers.

If the metaverse operates on a decentralised model, users will likely be moving
between various different metaverse platforms in a seamless manner. This will
require data sharing between the different platforms to give users that continuity
of user experience.
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Such data sharing could be seen as being for customer convenience.

A user would expect their avatar to have the same look in different metaverse
environments without having to register and re-design their avatar each time
they move to another platform.

Customer convenience as a driver for sharing data may extend to some sensitive
information. For example, the user's credit card details entered on platform 1
would be shared with platform 2 when they change platforms so the customer
does not need to enter that information again when they make a purchase on
platform 2.

This level of data sharing could also assist in customer targeting. For example,
information about our hungry user’s behaviour on platform 1 could be shared
with platform 2 so that they can continue to be targeted for food delivery
services when they enter platform 2.

There are some very real-world issues relating to who “owns” the customer
whose data is being shared between different metaverse platforms and
metaverse vendors. For example, there may be commercial incentives for some
stakeholders to limit the information they are willing to share so that they retain
“ownership” of the customer, and managing the expectations and potentially
competing interests of all stakeholders will be difficult.

In addition, businesses participating in the metaverse will need to comply with
data protection legislation when processing and sharing personal data relating
to customers or prospects in this new environment. The international nature of
the metaverse further increases the complexity around how that compliance
will be achieved in practice.

Who is responsible for data protection law
compliance?

Who is going to be responsible for ensuring compliance with data protection
legislation in the metaverse? It is a simple question but the answer is potentially
quite complicated. In many jurisdictions, data protection laws place different
obligations on entities depending on whether an entity determines the purpose
and means of processing personal data (referred to as a “controller” under the
EU General Data Protection Regulation or GDPR) or whether the entity just
processes personal data on behalf of others (referred to as a “processor” under
the GDPR).
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In the metaverse, establishing which entity or entities have responsibility for
determining how and why personal data will be processed, and who processes
personal data on behalf of another, may not be easy. It will likely involve picking
apart a tangled web of relationships, and there may be no obvious or clear
answers - for example:

e Will there be one main administrator of the metaverse who collects all
personal data provided within it and determines how that personal data will
be processed and shared?

e Alternatively, will multiple entities collect personal data through the metaverse
with each determining their own purposes for doing so?

Either way, many questions arise, including:

e How should the different entities display their own privacy notice to users?
e Should each entity do this themselves or should this be done jointly?
e How and when should users’ consent be collected?

e Who is responsible if users' personal data is stolen or misused while they are
in the metaverse?

e What data sharing arrangements need to be put in place and how will these
be implemented?

Data subject consents

Data subject consents are central to how personal data protection laws typically
operate around the world. Would a general consent given by the user when they
first log into the metaverse to receive marketing materials in the metaverse be
sufficient? In many cases, no.

A key driver in the development of the metaverse is its potential to enable

new forms of marketing which are seamlessly integrated into the fabric of the
metaverse. In our two examples of metaverse marketing set out above (the
“hungry user” being given advertisements for real-world food delivery services;
or the user being given targeted offers as they browse a metaverse shop),

the activity is likely to constitute direct marketing under many countries’ data
protection laws, which could require the consent of the metaverse user.

The precise nature of the obligations for marketing consents would likely
depend on whether the brands themselves instigate the marketing and how
the marketing is presented, for example, whether it is akin to targeted ads on a
website or marketing sent via some sort of messaging or chat functionality.

However, in all cases, thought needs to be given as to how and when any
required data subject consent would be collected and, in particular, whether
real-world consent can be relied on by brands in the metaverse and vice versa.
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Special categories of data

The use cases for the metaverse typically refer to types of data that might be
considered "biometric data’; such as records of eye and body movements. Virtual
reality headsets and glasses will likely be commonplace in the metaverse unless
they are replaced by something more sophisticated in the meantime, such as
direct electronic/brain interfaces. Such devices have the potential to collect a
wide range of sensitive data about the wearer, including biometric data.

To the extent that such biometric data is used by actors in the metaverse to learn
about the user or to make decisions about them, then it will be considered to be
special category data under some data protection laws, such as the GDPR. This
means that additional regulatory conditions would apply. For example, the user
would most likely need to give their explicit consent for each purpose for which
the data is used.

In the context of the hungry woman example described above, if the woman
were targeted with food advertisements using gaze analysis technology, she
would likely have needed to have given her express permission to the use of her
biometric data for advertising purposes. Depending on the relevant jurisdiction,
a general marketing consent may not suffice. Quite how this consent would be
sought and given remains to be seen.

It is worth noting that some regulators are starting specifically to consider

the collection of this type of sensitive and intrusive data. For example, in

its December 2022 “Tech Horizons Report’, the UK ICO lists “immersive
technology” (including AR and VR technology) as one of the technologies that
have the most novel implications for data protection and stresses the need to
ensure that such technology is designed and implemented in a privacy positive
manner given the privacy challenges and risks that they pose.

09
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Children and the metaverse

A complicating factor in relation to the particular types of data that may be
collected in the metaverse is the collection of data relating to children. It is one
thing to process personal data of adults in the metaverse, but it is quite another
where children are concerned. Many countries' data protection laws provide
special protection for children’s personal data, and data protection authorities
and other similar regulators often come down particularly hard on organisations
that do not comply with the rules.

In many circumstances, parental consent is required if a child is to participate in
an online service, and to take the EU as an example, the GDPR explicitly states
that specific protection is required where children’s personal data are used for
marketing purposes or creating personality or user profiles.

Sophisticated age verification techniques, enforcing age restrictions and
implementing measures to deter children from providing their personal data
are therefore going to be essential components of increasing data protection
compliance in the metaverse.

Data sharing

In a decentralised metaverse, we have already noted that the platforms may wish
to share data between them in order to create a “seamless” experience for users.
However, metaverse platform operators may also be sharing information with other
participants in the ecosystem, like a brand operating a store in the metaverse.

There are already established processes that facilitate data sharing for commercial
purposes, including sharing of data across national borders, and the metaverse
platform providers and participating brands are going to have to come up with

an approach that meets those regulatory requirements in the new context of the
metaverse.

For example, one requirement under many data protection laws is that the receiving
party's privacy notice must be provided to an individual shortly after it receives the
data to explain to the individual how their personal data will be processed. These
conditions will become increasingly difficult to meet in the metaverse, where data
exchange is rapid and involves a multitude of participants.

One solution to this might be for a central administrator of the metaverse to give
users a clear description of how their data will be used and (if necessary) the
opportunity to give consent for various uses. However, some data protection
regulators have expressed distaste for this type of “catch-all’; bundled approach.
There may also be a reluctance for the central administrator to take on contractual
responsibility for each of the participants’ compliance with their regulatory
obligations.
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Data export and localisation

Issues relating to data export are likely to arise due to the international scope of
the metaverse, with data being collected and processed in different jurisdictions.
“"Seamlessness” in the metaverse demands that data crosses boundaries at
speed and without friction. It will be challenging for organisations and/or central
metaverse administrators to manage this in the context of the rules around data
export and localisation, which are becoming increasingly strict globally.

Responsibility for data breaches and cyber attacks

With so much information being generated and shared in the metaverse and
some of that data being particularly sensitive, who is going to be responsible for
ensuring the security of data?

As with any online platform, the metaverse will face the usual challenges

of fending off cybersecurity incidents and data breaches. However, in the
metaverse these types of attacks may also take more “sci-fi"” type forms through
deep fakes and hacked avatars.

These types of incidents may therefore be harder to identify, verify and bring
under control, and it may also be difficult to ascertain where responsibilities lie in
respect of breach notification to users and data protection authorities, given the
complex web of relationships that entangle the metaverse.
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Metaverse user expectations

In addition to complying with data protection requirements, businesses will need
to take account of user expectations in relation to the metaverse. For example:

Who would metaverse users expect to be responsible for protecting the
privacy and security of their data as they navigate the metaverse?

How might user expectations for the metaverse be different from their
expectations when they browse the Internet?

What level of interruption to their user experience will metaverse users
tolerate?

Just like collection of information over the Internet, a key issue will be
transparency in how the user’s data is being collected and used and facilitating a
user's choices to the extent it is technically feasible to do so.

It is unlikely that users will be interested in “swatting away"” multiple data privacy
notices as they navigate the metaverse. Indeed, regulators could view such
practices as actually undermining the requirement to process data transparently,
given that users are unlikely ever to engage with the information they are
swatting away. Therefore, metaverse participants will need to find solutions that
balance the users' legitimate data privacy expectations without detracting from
the overall user experience.

As to whom users would expect to be responsible for protection of their data,
that answer is more complicated than just naming a single participant in the
metaverse environment. Users would expect the metaverse platform provider to
have some responsibility for the data sharing ecosystem that they have created,
but users may well be sophisticated enough to see that the brand participants
are not entirely in the metaverse platform provider’s control and that the brand
participants should be responsible for their own data handling practices.

Users might expect the metaverse platform provider to take responsibility if
they have created a data sharing ecosystem that did not have adequate rules
to protect user data (a “metaverse wild west"), but it is possible that they would
not expect the metaverse platform provider to be responsible for misuse by a
participating brand in breach of the metaverse platform provider's rules.

User expectations do not, of course, trump regulatory requirements, but they
are a factor that a business will wish to take into account in considering its own
reputational risk when participating in the metaverse.
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