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Introduction

In the space of a very short time, businesses are focusing
on what the metaverse means for them. In addition to
commercialising the opportunities available to them,
such as new channels to market and enhanced customer
engagement, businesses will need to understand and
address the associated risks.

Such matters are extremely important for businesses, consumers,
law-makers and lawyers alike. In this seven-part guide we consider the
following key legal and regulatory issues in relation to the metaverse:

Part 1]
What is the metaverse?

Who are the current big players building it?
What will the metaverse mean for business?

What are key technical, operational and governance considerations?

Part 2|
Intellectual property and the metaverse

What are virtual reality worlds and virtual items?
Non-fungible tokens

How do traditional IP concepts sit with non-fungible tokens and other
works in the metaverse?

Part 3]
Anti-trust/competition law issues

Developer and participant conduct
Will the EU Digital Markets Act apply to the metaverse?

Competitors communicating and co-operating with each other in
relation to metaverse offerings
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Part 4
Decentralised models and data issues

Data in the metaverse

Decentralised networks

Who is responsible for data protection law compliance?
Data subject consents

Special categories of data

Children and the metaverse

Data sharing

Data export and localisation

Responsibility for data breaches and cyber attacks

Part 5
Transacting in the metaverse

Buying “land” in the metaverse

What are the key issues when contracting in the metaverse ecosystem?
Non-fungible tokens, smart contracts and blockchain

Financial crime

Will metaverse risk and control considerations be similar to those
relevant to the Internet?

Digital marketing, adverting and social media in the
metaverse

How will businesses be able to advertise in the metaverse?
Social media regulation
Regulating advertising content in the metaverse

Will Al have implications for marketing and the use of avatars in the
metaverse?

Al and the metaverse

Why is Al relevant to the metaverse?
How might Al regulation impact upon the metaverse?
How to operationalise Al risk mitigation in the metaverse

Data protection and Al
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Overview of the legal and regulatory issues

The diagram shows the key legal issues and subject areas this guide covers.
The breadth of issues means that mitigating risk associated with the metaverse

is going to be a significant challenge for any business, but particularly so for a
regulated business.

Deep fakes .
Avatars smart contracts D212 Protection

Digital advertising regulation Anti-trust Contractual )
Governing laW Subliminal techniques Data Sharlng

Jurisdiction Social media regulation

Decentralised Met averse StI‘ at e gy Governance

Buying land
Artifical intelligence sorderess Cybersecurity

Emotion recognition B]ockchain
Risk mitigation Fipancial crime
NFTS Intellectual property rights
Digital identity
Biometric data
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Buying “land” in the metaverse

Typically in agreements for the purchase of “land” in the metaverse - often called
a "simple agreement for future tokens'’; or SAFT - what the purchaser is buying is
a non-fungible token - or NFT - that represents a particular piece of virtual real
estate in the metaverse.

This begs the question about what exactly does a “piece of virtual real estate
in the metaverse” mean - for example, a hosted space on a supplier’s network
accessible via the internet, access, a key or something else?

SAFTs typically end on issuance of land, so will not typically contain any
commitments in relation to the ongoing relationship between the parties,

such as access, availability, security etc. A supplier will typically argue that the
ongoing relationship between the parties is governed by the terms of use on its
website, but these may not deal with many of the issues already mentioned, so a
purchaser may want the arrangements for ongoing services to be set out either
in the SAFT or in another agreement.

The virtual land will probably have a business's branding all over it. Many of the
IP issues discussed earlier (see Intellectual Property and the metaverse) apply
generally in this context and are not repeated here, but specifically in relation to
a land purchase a business may consider undertaking a brand audit to identify
any potential gaps in its existing trade mark portfolio as regards the metaverse
(both from an offensive and defensive perspective), and potentially to make new
filings in key jurisdictions covering a broader range of goods/services for use in
the metaverse.

A business may also explore with monitoring agencies how it can identify
infringements and file takedowns of IP in the metaverse, particularly on NFT
marketplaces. The business may also consider the possibility of copyright
registrations of its assets in jurisdictions where copyright registrations are
possible.

The business will also need to consider whether it will need controls around
any intellectual property developed on its land - for example, do the terms of
use require the business to grant the supplier hosting the land a licence of its
content?

As a SAFT is typically for the purchase of a token redeemable for virtual land
that does not exist yet, this can raise other issues for a business. A key issue is
around custody of the NFT. If the purchaser agrees that the supplier will hold
custody of the purchaser’s land token, then the SAFT may need to contain
detailed provisions regarding the custody arrangements - for example, whether
the tokens will be held in hot or cold storage and what the supplier’s liability is if
something goes wrong with custody.
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The location of the virtual site is important. There may be reputational issues for
the business to consider. The business should insist on contractual provisions
detailing the precise location of the land, and provisions detailing proximity to
particular areas in the metaverse. It also has to have controls around companies
purchasing land in close proximity to avoid reputational harm to its own
business. For example, it may not want its virtual land to be sited right next to its
competitors, nor near a business engaging in illegal or unethical conduct.

The land will contain the purchaser’s content, which - like any software content
- will need to be supported. The land purchaser will typically want the contract
to provide for digital access to the land (that might mean uptime service levels,
etc), and for remedies when the purchaser or its own customers are unable to
access the land.

A purchaser may also want to provide for access for developers and other
third parties to the software and data constituting content on the land in order
to develop content. So here we need to be thinking about the land as akin to
website content that the purchaser wishes to see developed and maintained.

A land purchaser should push for contractual provisions on IT/cyber security of
the metaverse platform in general, and specific IT security provisions that relate
to the land owned by it, and remedies if security is compromised.

Clearly a business would also need to consider whether the purchase or holding
of the land NFT tokens constitutes a regulated activity in each case.

What are the key issues when contracting in the
Metaverse ecosystem?

Is there much difference between contracting over the internet and contracting
in the metaverse ecosystem? When people and businesses first started
contracting over the internet in the early nineties, a popular view was that
existing laws somehow did not apply. That was not true then and it is not true
now. Laws will apply to the metaverse, and the question simply is how.

We already have a range of treaties and conflicts of laws principles that
determine - for example - what law is applicable, and which country’s courts
have jurisdiction when there is a dispute. They will continue to apply. The factual
scenarios may just be more complicated.

Take the example of a business contracting with a digital avatar. In such a case,
how does the business know who the other contractual party actually is, or
where it is? There are KYC and AML issues for a business here, obviously, but
there are also basic questions of contract law.

In some common law jurisdictions, for example, the courts are prepared to
agree that a contract can be formed even when the identity of the other party
is not known - particularly if it is at least ascertainable. All of this highlights the
importance to a business of its own terms and conditions when interacting on
the metaverse.
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Non-fungible tokens, smart contracts and blockchain

NFTs are used as the mechanism by which land is purchased in the metaverse.
What rights does the NFT carry in that context and more generally?

The short answer is that the NFT carries the rights that either the contract or the
NFT itself provides. It is important to remember that an NFT is a form of smart
contract. A smart contract sits on a blockchain and may or may not constitute

a legally binding contract, depending on the law applicable and what it actually
provides.

A key issue with an NFT, as a smart contract, arises where the purchaser wishes
to on-sell it. In that case, it will be necessary to consider how the subsequent
buyer can enforce rights under the NFT against the original issuer (or person
“minting” it), and how the original issuer can enforce restrictions (if any) against
subsequent purchasers.

These are complicated questions and will require a review of both the terms of
the NFT smart contract and any contract under which it has been issued.

It is also worth remembering that, as a smart contract, an NFT is subject to the
same legal issues that any smart contract faces - for example, can you terminate
a smart contract once it is operational, and can an NFT be amended later on?

Financial crime

Clearly any business is going to need to be acutely aware of the risks, its own
regulatory responsibilities in relation to financial crime and the reputational risks
for it of financial crime in the metaverse.

There is a risk in particular of the metaverse facilitating under-regulated
environments for money launderers and fraudsters to move large values of
funds. Financial crime has proliferated over the internet, and the risks may even
be greater in the metaverse when we throw into the mix additional uncertainties
around avatars and digital identity and the spread of new forms of digital assets,
such as cryptocurrencies, tokens and NFTs.

In the metaverse, financial transactions are probably going to be facilitated
by using digital assets, digital currencies and decentralised finance platforms,
and ownership of an asset might be recorded by an NFT. Banks in particular
will likely be increasingly exposed to financial criminals whose financial crime
activities are progressively less visible. Digital asset and digital currency
exchanges might be hosted in the metaverse and may use bank accounts to
process payments.
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Financial crime in the metaverse may also impact upon more traditional financial
products and services, such as cash transactions, card payments and wire
transfers, which will continue to act as gateways for illicit actors to convert digital
funds to and from fiat currency. We might see more:

¢ Investment scams as investment scammers capitalise on the popularity of the
metaverse, and fraud, say in the theft of digital assets and NFTs.

e Money laundering.

¢ lllegal transactions, such as drug sales or illegal gambling.

e Cyber attacks.

These kinds of problems are likely to be exacerbated by the fact that it can be
extremely difficult to trace funds where the actors are anonymous - as seen

currently in relation to disputes before the courts relating to cryptocurrency
frauds on exchanges involving “persons unknown"

It is likely, therefore, that over time authorities will strengthen existing law
enforcement efforts to cover such activities and to apply existing regulations to a
growing range of metaverse platforms.

Will metaverse risk and control considerations be
similar to those relevant to the Internet?

The risk profile for many businesses - particularly regulated ones -
in participating in the metaverse is of a different order when compared with
the internet.

Businesses will have to come to grips with the challenges of avatars, digital
identity, new types of digital assets and increasingly opaque transactions.
These things will have an impact on a business's traditional activities as well as
on new ones. This may have flow-on effects in relation to a business's contracts
in relation to metaverse infrastructure, such as land purchases, as well as its
terms and conditions relating to its products and services.

The regulatory issues for many regulated businesses relating to the metaverse
are only just beginning to be considered by regulators, and there are clear
implications for AML and KYC procedures and requirements.

In short, while we can see that the governance model for a business's
participation in the internet has clear relevance, it may require significant
adaption and augmentation on an ongoing basis in order to encompass the
metaverse as it evolves.
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