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An introduction

Since the UK Bribery Act 2010 came into force in July 2011, standards and scope of ABC compliance
programmes have evolved significantly in many jurisdictions.

Norton Rose Fulbright recently carried out a global survey to assess how companies’' ABC
compliance programmes compare against current global best practice expectations,

as documented in guidance from the US', UK?, and French? authorities, and other bodies
including the World Bank®.

Such public guidance provides a valuable tool in setting out how compliance programmes will be
assessed by the authorities, and what defences or mitigation may apply. It therefore warrants close
analysis from in-house legal and compliance professionals at a time when regulators around the
globe are becoming increasingly sophisticated in their scrutiny of ABC compliance programmes.

We have set out below a summary of where companies are doing well, and where enhancements
may commonly be advisable.

If you have any questions, or if you would like to discuss the findings of the survey or how to put in
place or test an ABC compliance programme, please do not hesitate to get in touch with your local
contact on page 16-17.

We are pleased to reveal the full results of the survey on page 6.
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1 U.S. Department of Justice Criminal Division, “Evaluation of Corporate Compliance Programs” (Updated June 2020),
https://www.justice.gov/criminal-fraud/page/file/937501/download (the DOJ Guidance).

2 UK Ministry of Justice, “The Bribery 2010 Guidance about procedures which relevant commercial organisations can put into place
to prevent persons associated with them from bribing’, https://www.justice.gov.uk/downloads/legislation/bribery-act-2010-guidance.pdf (the MOJ Guidance).

3 Agence Frangaise Anticorruption, “The French Anti-Corruption Agency Guidelines',
https://www.agence-francaise-anticorruption.gouv.fr/files/files/French%20AC%20Agency%20Guidelines%20.pdf.

4 World Bank Group, “Summary of Work Bank Group Integrity Compliance Guidelines’,
https://thedocs.worldbank.org/en/doc/06476894a15¢cd4d6115605e0a8903f4c-0090012011/original/Summary-of-WBG-Integrity-
Compliance-Guidelines.pdf.
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What are organisations doing well?
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We found that some organisations have relatively mature ABC compliance programmes, including risk-
based policies and procedures, tailored training and substantive due diligence. For example:

1. 68% of respondents had conducted documented ABC risk assessments within the last three years

(and 51% in the last 12 months);

2. 62% took a values-based approach or a combined values and rules-based approach to ABC compliance;

3. 66% of respondents noted that ABC compliance is discussed in a board sub-committee; and

4. 57% of respondents monitor key compliance programme metrics as part of their senior management
of ABC compliance within the overall corporate strategy.

Where can enhancements be made?

1. Post-acquisition due diligence: only one third
of respondents conduct any form of regular
or scheduled post-acquisition DD reviews
following acquisitions or joint ventures (JVs)

This bears out our experience: while most
companies are alive to the need to conduct
pre-acquisition due diligence, fewer go the extra
step of seeking to conduct post-acquisition due
diligence as part of integration once the deal has
been completed.

Post-acquisition due diligence is crucial: companies
need to get under the hood of newly acquired
subsidiaries and new JVs to ensure that ABC

risks are being managed appropriately, and any
issues can be remediated quickly. Many bribery
investigations start following a site visit to, or speak
up report from, a subsidiary bought years earlier

that has not been properly integrated into the group.

The extent to which a company can subject its
newly acquired subsidiaries and JVs to appropriate
scrutiny to track and remediate misconduct is
indicative of a company'’s overall effectiveness

of its compliance programme.®

2. Oversight in relation to joint ventures and
subsidiaries

Over half of respondents said that there was
only a small/some degree of oversight of JVs and
subsidiaries in relation to ABC.

This is surprising given that the actions of
subsidiaries and JVs® give rise to a significant
proportion of bribery cases globally (for example

as associated persons under the UK Bribery Act).
While the degree of centralisation that is appropriate
varies between corporate groups, it is important
that there is sufficient oversight and management

of ABC risks - many ABC issues occur a long way
from “home"

3. 49 per cent of companies are not building
into their risk assessments issues faced by
their peers

Respondents said that when performing their
risk assessment process they focused mainly on
addressing risks relating to (i) the involvement of
third parties; (ii) specific transactions; and (iii) the
geographical location of their business activities.

5  See page 9 (I. Is the Corporation’s Compliance Program Well Designed? F. Mergers and Acquisitions) of the DOJ Guidance.

6  See our article: Bribery and money laundering considerations for joint ventures.
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Whilst those areas are important, an evaluation

of issues facing peer organisations in similar
industries and/or regions should also inform the risk
assessment (and this is emphasised in the

DOJ guidance).’

In our experience, this is crucial because many peer
companies face similar issues in particular markets
(see for example the issues faced by telecoms
companies in a number of jurisdictions).

4. Only half of respondents (51 per cent) could
provide evidence that resources are deployed
in accordance with their risk assessment

Risk-tailored resource allocation is important
for two reasons.

First, and most importantly, it gives a company the
best chance to ensure that its finite resources are
deployed efficiently in order to make the compliance
programme as effective as possible.

Second, authorities across the world expect to see
a risk-based compliance programme.? This will

be difficult to show if resources are not utilised to
address key risks identified by the company.

5. Lack of ongoing third party monitoring

Only 34 per cent of respondents indicated that
ongoing monitoring of third parties is conducted on
a regular (i.e. annual) basis. While we can see that
for lower risk third parties less frequent monitoring
may be appropriate, regular monitoring is crucial
for medium and high risk third parties. This is borne
out by respondents having indicated that ongoing
third party monitoring is a key area resulting in

the identification of instances of non-compliant
behaviour in relation to ABC.

Third parties are at the heart of ABC risk; in most
companies if third parties are not appropriately
monitored then ABC risks will not be appropriately
monitored. The DOJ expects organisations to
engage in ongoing monitoring through various
methods, such as updated due diligence, training,
audits and/or annual compliance certifications.®
The MOJ expects appraisals and continued
monitoring of a company's associated persons
proportionate to the identified risks.”

7 See “Lessons Learned” as an indicator of risk-tailoring of a corporate compliance programme, as outlined on page 3 of the DOJ Guidance.
8  See pages 2-3 (Is the Corporation’s Compliance Program Well Designated?, A. Risk Assessment) of the DOJ Guidance; and page 7 (paragraph 5) and page 22 (Principle 1.5)

of the MOJ Guidance.
9  Page 7-8 of the DOJ Guidance.
10 See page 28 (Principle 4.5) of the MOJ Guidance.
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About the data pool

What region is your company headquartered?

12%

North America

15%

APAC

Africa and o F
Middle East

Please confirm your industry sector

— -

= = Financial institutions =II Techno!ogy and - Er?e.rgy, |nfrastructure.,.
. innovation = mining and commodities

T 43% ] 31%  C[l- 15%

6% > 9%

Life sciences and healthcare 7? Transport and other
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Conducting a documented risk assessment

When did you last conduct a documented ABC
risk assessment?

3%
= Within the last
12 months

Between 1-3 years ago

®  Have never
conducted an ABC
risk assessment

m  More than 3 years ago

= Regularly updated

Conducted but not
documented

17%

®  Don't know

How does the documented risk assessment inform your
overall anti-corruption strategy?

89%

Policy design/refinement

51%

Internal audit plan (or
equivalent compliance
monitoring strategy)

77%

Risk based business partner
due diligence/contracting/
monitoring processes

51%

Financial controls design

69%
Tailored training (e.g. case
study scenarios)
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Which of the following issues inform your risk
identification process (when drafting and updating
your risk assessment)?

89% 71%

Third party and transaction Whistleblowing reports,

risks investigations and instances of
identified non-compliance

77%

66%

Internal audit findings

Industry/sector risk

77%
Geography risk 51%

Issues faced by peer
77% companies

Guidance from authorities

Are you able to provide evidence that compliance
resources (financial and staffing) have been assessed
and deployed in accordance with your risk assessment
(i.e. greater resource allocated to higher risk areas)?

51%
32%
7%

Don't know
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Compliance functions and procedures

Would you describe the compliance function as When did you last conduct or commission a formal review
centralised or decentralised? of your ABC-related policies and procedures?

= Ongoing
Within the last
12 months

®  Between 1-3 years
ago

= Centralised
Blend
m  Decentralised

®  Never

37% = Around the time the

UK Bribery Act came

into force (July 2011)
More than 3 years

ago

®  Don't know

= Don't know

What level of oversight is there at group level of ABC Do you consider your ABC programme to be
compliance procedures at subsidiary and JV level? predominantly values-based or rules-based?

= | arge degree of

oversight )
®  Equal mix

Some degree of
oversight Rules-based

= Little oversight ®  Values-based
= Not applicable m  Don't know

= Don't know
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In the last three years, have you amended or updated
your ABC policies and procedures in light of any identified
increase in any of the following “external” risks?

49% 40%
Transactional risk Risk of enforcement/increased
(e.g. donations, licences and regulatory expectations
permits, public procurement)

34%
46% Business partnerships (e.g. JVs,
Country risk agents or intermediaries)
43% 23%
Any other external risk Sectoral risk

identified through investigation,
audit or compliance review

43%

Business opportunity risk
(e.g. high value projects, or
projects with public sector
involvement or with lots of
contractors)
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In the last three years, have you amended or updated
your ABC-related policies or procedures as a result of
any of the following identified ABC-related “internal”
risks or issues?

57 49 31 23 20 6

%

®  Lack of clarity regarding G&E policies and procedures
m  Deficiencies in employee training, skills and knowledge

= Any other internal issue identified through investigation,
audit or compliance review

®  Lack of a clear message from the top
= Lack of clear financial controls
A "bonus culture" that encourages excessive risk-taking
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Internal communications and training

How does senior management ensure that ABC
compliance is well embedded in the overall

corporate strategy?

66%

ABC features in board sub-
committee terms of reference
(e.g. risk committee)

31%

ABC is a standing/regular
agenda item at board
meetings

57%

Monitoring of key compliance
programme metrics (e.g. rates
of whistleblowing reports,
training completion statistics)

40%

Consequential management
(e.g. termination of suppliers
and employees for ABC
breaches)

34%

Monitoring of remediation
(e.g. post-investigations or the
identification of deficiencies
during internal audit)

26%

Participation in ABC related
collective action (e.g. ethics
focussed industry groups)

20%

KPIs related to compliance
that impact individual pay
and progression

3%

None of the above

Which of the following best describe the features of your
ABC compliance training programme?

86 57 51 31 31 17

%

All employees have to complete an e-learning module
on induction/annually

Training is based on scenarios encountered by the business

Higher risk employees have to attend face-to-face or
virtual “live” training

Employees' failure to complete training is reflected in the
appraisal process

Training is enhanced and tailored based on weaknesses/
trends identified in the results of training conducted

Higher risk suppliers (e.g. agents/intermediaries) are required
to attend training
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Due diligence

What level of ABC due diligence is conducted on
suppliers, agents or other third parties?

77%

Document review

17%
Site visits (if the third party
is considered higher risk)

66%
Enhanced desktop background 6%
checks (e.g. World Check, Interviews

Dow Jones)

40%

Manual press searches

Have you terminated or refused to pay a third party as
a result of specific ABC concerns identified through
ongoing monitoring?

607
No
23%
17%

Don't know
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When is ongoing monitoring conducted on third parties
in relation to ABC-related risks?

29%

® At least annually
Less than annually

®  Following an
investigation or
identified risk

®  Don't know
Not conducted

What level of ABC due diligence do you conduct on

transactions?

63%

Document review (i.e. the
counterparty's policies and
documented procedures)

60%

Enhanced desktop background
checks (e.g. World Check,

Dow Jones)

46%

ABC-related questionnaire

37%

Manual press searches

17%

Transaction testing

14%

Site visits (involving interviews,
document reviews and
transaction reviews)

6%

None

3%

Interviews




To what extent do you conduct post-acquisition due
diligence reviews of new acquisitions/JVs?

m  Completed on an ad-hoc basis, based on pre-acquisition
risk assessment

Not applicable
m  Rarely, unless specific risk identified
®m  Scheduled annual review of new acquisitions/JVs
= Don't know

Regular post-acquisition review within six months of a
new acquisition/JV

= Do not conduct

Anti-bribery and corruption (ABC) compliance survey 2021

Which of the following have resulted in the identification
of instances of non-compliant behaviour in relation to
ABC on the part of employees or third parties in the last
three years?

49 49 40 34 26 26

%

17 14 14 il

= Whistleblowing reports

= Ongoing third party due diligence

= Internal audits/compliance function reviews (or equivalent)

®  Training

= Finance team alertness - identifying 'red flag' transactions
Allegations by external parties/regulators

= No reports of non-compliant behaviour were received

®  Post-acquisition due diligence/integration
Other (e.g. media reports)

= No identified instances of non-compliant behaviour
(i.e. there were reports, but no non-compliance identified)

1
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Effectiveness and monitoring

Which (if any) of the following have occurred over the last Do you monitor the proportion of employees/third parties

three years?

57%

Monitoring of compliance
metrics (e.g. training
completion rates, use of the
whistleblowing hotline)

34%

Appointment of external
expert to review compliance
programme

who have accessed ABC policies and related documents?

29%

Review of financial/personnel
resourcing of the ABC
compliance function

237
23%
— Yes
Termination of contracts
with employees or business
partners for ABC-related
breaches

31%
Investigation into breaches of
the ABC programme

How do you monitor the effectiveness of your

ABC programme?

54%

Transactional or ad-hoc
reviews of financial and other
records (e.g. conflicts and gifts
registers)

54%

Monitoring of key metrics
(e.g. training statistics, use of
the whistleblowing hotline)

43%
ABC is incorporated into the
internal audit function plan

12

517
26% No

Don't know

When did you last conduct a formal review of the
effectiveness of your ABC programme?

14% = Ongoing

Periodic appointment of Within the last

external compliance expert 12 months

® 1-3 years ago
o)
6% ®  Don't know
Participation in external
e = Never

certification processes )
Around the time the
UK Bribery Act came

6%

Do not monitor into force (July 2011)

®  More than 3 years
ago




If you had to estimate, what is the approximate
percentage increase on your spend on ABC compliance
over the last 10 years?

®  |essthan
25% increase

Don't know

m  Greater than
100% increase

®  Noincrease

u  Decrease
25-50% increase

B 50-100% increase

Anti-bribery and corruption (ABC) compliance survey 2021
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Looking to the future

If you had to estimate, what is the approximate
percentage increase in personnel focused on ABC

compliance over the last 10 years?

3%

Do you expect your overall ABC compliance team to grow

Less than
25% increase

Don't know
25-50% increase

Greater than
100% increase

No increase
50-100% increase

Decrease

or contract in size in the next 24 months?

14

No increase
25-50% increase

Less than
25% increase

Don't know

Do you expect your overall ABC compliance spend to
grow or contract in size in the next 24 months?

Less than
25% increase

25-50% increase
No increase
Don't know
50-100% increase

Decrease
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ABC compliance in a post-pandemic world

Does increased remote-working make

it easier

or more difficult to implement an effective

compliance programme?

43% of respondents found that increased remote-working did not
make it neither easier or more difficult to implement an effective
compliance programme, and 20% answered “Don't know"

Neither easier
nor harder

Harder
Don't know
Easier

If you answered “Easier” or "Harder” to the question

above, please indicate why.

17%
Less risk in terms of gifts/
entertainment

9%

Less time travelling

26%

Cannot travel

17%
More difficult to conduct due
diligence

6%

Easier to conduct due diligence

6%

Easier to train

17%
More difficult to monitor staff/
third parties

17%

More difficult to train

3%
Other: More difficult to conduct
effective investigations
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Norton Rose Fulbright is a global law firm. We provide the world's
preeminent corporations and financial institutions with a full
business law service. We have more than 3700 lawyers and other
legal staff based in Europe, the United States, Canada, Latin
America, Asia, Australia, Africa and the Middle East.

Law around the world
nortonrosefulbright.com

Norton Rose Fulbright Verein, a Swiss verein, helps
coordinate the activities of Norton Rose Fulbright members
but does not itself provide legal services to clients. Norton
Rose Fulbright has offices in more than 50 cities worldwide,
including London, Houston, New York, Toronto, Mexico

City, Hong Kong, Sydney and Johannesburg. For more
information, see nortonrosefulbright.com/legal-notices. The
purpose of this communication is to provide information as to
developments in the law. It does not contain a full analysis of
the law nor does it constitute an opinion of any Norton Rose
Fulbright entity on the points of law discussed. You must take
specific legal advice on any particular matter which concerns
you. If you require any advice or further information, please
speak to your usual contact at Norton Rose Fulbright.
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