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Chapter 24

USA

Norton Rose Fulbright

1 Digital Health

1.1 What is the general definition of “digital health” in

your jurisdiction?

Digital health is a technology sector that is a convergence of high
technology with healthcare. The result is a highly personalised
healthcare system that is focused on data-driven healthcare solu-
tions, individualised delivery of therapeutics and treatments to
patients powered by information technologies that enable seam-
less integration and communication between patients, providers,
payors, researchers and health information depositories.

1.2 What are the key emerging digital health

technologies in your jurisdiction?

The key technology areas in digital health are:

B Personalised/Precision Medicine (treatments tailored to
an individual’s uniqueness).

m  Clinical Decision Support Tools (analytics tools used to
assist physician decision-making).

m  Remote Patient Monitoring and Delivery of Care (e.g.,
Internet of Medical Things (IoMT), Telemedicine, Virtual
Healthcare, mobile applications, wearables, etc.).

m  Big Data Analytics (clinically relevant inferences from
large volumes of medical data).

m  Artificialintelligence/machine learning (AI/ML)-powered
Healthcare Solutions (e.g., diagnostics, digital therapeu-
tics, intelligent drug design, clinical trials, etc.).

m  Robot Assisted Surgery (precision, reduced risk of infection).

m  Digital Hospital (digital medical information manage-
ment, optimised hospital workflows).

m  Digital Therapeutics (use of digitally enabled devices or
software to provide therapeutic treatment to patients).

1.3 What are the core legal issues in digital health for

your jurisdiction?

Some core legal issues to digital health are:

m  Patentability of digital health technologies especially with
respect to innovations in software and diagnostics.

m  Data privacy and compliance with the federal Health
Insurance Portability and Accountability Act of 1996
(HIPAA), the California Consumer Privacy Act (CCPA),
and the federal Health Information Technology for
Economic and Clinical Health Act (HITECH Act).

m  The Federal Food, Drug and Cosmetic Act (FFDCA,
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FDCA, or FD&C Act), which regulates food, drugs,
and medical devices. The FFDCA is enforced by the
U.S. Food and Drug Administration (FDA) which is a
federal agency under the U.S. Department of Health and
Human Services (DHHS). Relevant FDA regulations and
programmes related to digital health include 510(k) certifi-
cation, Premarket Approval (PMA), Software as a Medical
Device (SaMD), Digital Health Software Pre-certification
Program (Pre-Cert Program), and Laboratory Developed
Test (LDT) regulated under the Clinical Laboratory
Improvement Amendments (CLIA) programme.

m  Practice of Medicine Laws that relate to licensure of physi-
cians who work for telemedicine and virtual health compa-
nies. These can be state-specific or part of the Interstate
Medical Licensure Compact Commission (IMLCC), which
regulates the licensure of physicians to practice telemedi-
cine in the list of Member States.

m  Stark Law and Anti-Kickback Statutes that apply to tele-
medicine and virtual health providers who enter into busi-
ness arrangements with third parties that incentivise care
coordination and patient engagement.

1.4 What is the digital health market size for your

jurisdiction?

Depending on the source and how they define the digital health
market estimates of the digital health market size in the USA for
2020 range from a low of $39.4 billion to a high of $181.8 billion.

1.5 What are the five largest (by revenue) digital health

companies in your jurisdiction?

The five largest digital health companies in the USA are as
follows:
m Optum.

m  Cerner Corporation.

m  Cognizant Technology Solutions.
m  Change Healthcare.

m  Epic

2 Regulatory

2.1 What are the core healthcare regulatory schemes

related to digital health in your jurisdiction?

In the U.S., the Federal Food, Drug and Cosmetic Act and
subsequent amending statutes (FFDCA, FDCA or FD&C Act)
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is the principal legislation by which digital health products that
meet the definition of medical devices are regulated.

2.2 What other core regulatory schemes (e.g., data

privacy, anti-kickback, national security, etc.) apply to
digital health in your jurisdiction?

The Health Insurance Portability and Accountability Act of 1996
(HIPAA), as amended by the Health Information Technology
for Economic and Clinic Health Act (HITECH ACT) is a cote
healthcare regulation related to digital health. HIPAA sets forth
the federal privacy and security requirements for how certain
entities must safeguard protected health information (PHI)
(inclusive of electronic PHI or ePHI) and how to handle secu-
rity breaches of PHI or ePHI. In the U.S., individual states may
also have state-specific healthcare privacy laws that pertain to
their state residents that might apply to digital health offerings
in a particular state and that may also be stricter than HIPAA.

In addition, a provider of digital healthcare will also be subject to
various healthcare laws and regulations designed to promote trans-
patency and prevent fraud, abuse and waste. Such laws and regu-
lations to the extent applicable may include, but are not limited to:
the federal Anti-Kickback Statute; the Ethics in Patient Referrals
Act (or “Stark Law”); the federal False Claims Act, laws pertaining
to improper patient inducements; federal Civil Monetary Penalties
Law; and state-law equivalents of each of the foregoing.

2.3 What regulatory schemes apply to consumer

healthcare devices or software in particular?

Consumer devices are regulated under the statutory and regula-
tory framework of the FDCA as applies to all products that are
labelled, promoted or used in a manner that meets the defini-
tion of a “device” under the FDCA. Additionally, the regula-
tions that apply to a given device differ depending on the regu-
latory class to which the device is assigned and is based on the
level of control necessary to ensutre safety and effectiveness:
Class I (general controls); Class 1T (general contracts and special
controls); and Class I1I (general controls and premarket approval
(PMA)). The level of risk that the device poses to the patient/
user is a substantial factor in determining its class assignment.

From a consumer standpoint, digital health devices and
offerings are also subject to laws and regulations that protect
consumers from unfair and deceptive trade practices as enforced
on a federal level by the Federal Trade Commission.

2.4 What are the principal regulatory authorities

charged with enforcing the regulatory schemes? What is
the scope of their respective jurisdictions?

In the United States, the U.S. Department of Health and
Human Services (HHS) regulates the general health and safety
of Americans through various programmes and divisions,
including the U.S. FDA, Centers for Medicare and Medicaid
Services (CMS), Office of Inspector General (OIG) and Office
for Civil Rights (OCR), among many others.

The FDA is the principle regulatory body charged with admin-
istering and enforcing the provisions of the Federal Food, Drug
& Cosmetic Act, including those that relate to medical devices
and Software as a Medical Device (SaMD). The FDA’s jurisdic-
tion covers all products classified as food, dietary supplements,
drugs, devices or cosmetics, which have been introduced into
interstate commetce in the United States.
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In respect of the FDA’s regulatory review of digital health
technology, the Digital Health Center of Excellence (a part of
the U.S. Food and Drug Administration based in the Center for
Devices and Radiological Health) aligns and coordinates digital
health work across the FDA providing the FDA with regulatory
advice and support to assist the FDA in its regulatory review of
digital health technology.

The Digital Health Center of Excellence provides services in
the following functional areas of digital health:

m  Digital Health Policy and Technology Support and
Training.

Medical Device Cybersecurity.

AI/ML.

Regulatory Science Advancement.

Regulatory Review Support and Coordination.

Advanced Manufacturing.

Real World Evidence and Advanced Clinical Studies.
Regulatory Innovation.

Strategic Partnerships.

2.5 What are the key areas of enforcement when it

comes to digital health?

The FDA has expressed its intention to apply its regulatory
oversight to only those digital health software functions that are
medical devices and whose functionality could pose a risk to a
patient’s safety if the device were to not function as intended.
From a digital health perspective, this is a key area of enforce-
ment particularly in regard to digital health medical devices that
are being marketed without the necessary FDA clearances or
approvals in violation of applicable FDCA regulations.

2.6 What regulations apply to Software as a Medical

Device and its approval for clinical use?

SaMD is regulated by the FDA and is defined by the
International Medical Device Regulators Forum (IMDRF) as
“software intended to be used for one or more medical purposes
that perform these purposes without being part of a hardware
medical device”. SaMD can be used actoss a number of tech-
nology platforms including, medical device platforms, commer-
cial platforms and virtual networks. TFor example, SaMD
includes software with a medical purpose that operates on a
general-purpose computing platform.

If the software is part of a hardware medical device, however,
it does not meet the definition of software as a medical device
and is not regulated by the FDA. Examples include: software
that relies on data from a medical device, but does not have a
medical purpose (e.g., encryption software); or software that
enables clinical communication such as patient registration or
scheduling.

Consistent with the FDA’s existing oversight approach that
considers functionality of the software rather than platform, the
FDA has expressed its intention to apply its regulatory oversight
to only those software functions that are medical devices and
whose functionality could pose a risk to a patient’s safety if the
device were to not function as intended. For software func-
tions that meet the regulatory definition of a “device” but pose
minimal risk to patients and consumers, the FDA exercises its
enforcement discretion and will not expect manufacturers to
submit premarket review applications or to register and list their
software with the FDA. Examples of such minimal risk soft-
ware includes functionality that helps patients self-manage their
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medical condition without providing specific treatment sugges-
tions or that automate simple tasks for healthcare providers.
The FDA publishes a more detailed list of examples of device
software functions that are not the focus of FDA oversight.

In regard to the clinical evaluation of SaMD, the FDA issued
the Software as a Medical Device: Clinical Evaluation final guidance
to describe an internally agreed upon understanding of clinical
evaluation and principles for demonstrating the safety, effec-
tiveness, and performance of SaMD among regulators in the
International Medical Device Regulators Forum. The guidance
sets forth certain activities SaMD manufacturers can take to
clinically evaluate their SaMD.

It should be noted that the FDA considers mobile medical
apps (mHealth apps) to be medical devices if they meet the defi-
nition of a medical device and are an accessory to a regulated
medical device or transform a mobile platform into a regulated
device. The FDA has published guidance that explains the
FDA’s oversight of mobile medical apps entitled the Policy for
Device Software Functions and Mobile Medical Applications Guidance.

2.7 What regulations apply to Artificial Intelligence/

Machine Learning powered digital health devices or
software solutions and their approval for clinical use?

Digital health devices and software solutions that are powered

by AT and ML technologies are subject to FDA regulations and

related review. In April of 2019, the FDA published the “Proposed

Regulatory Framework for Modifications to Artificial Intelligence/ Machine

Learning (Al//ML)-Based Software as a Medical Device (SaMD) —

Discussion Paper and Request for Feedback”. The FDA remarked in

its proposal that “[tlhe traditional paradigm of medical device

regulation was not designed for adaptive AI/ML technologies,
which have the potential to adapt and optimize device perfor-
mance in real-time to continuously improve healthcare for
patients”. The FDA also described in the proposal its founda-
tion for a potential approach to premarket review for AT and

MIL-driven software modifications.

In January 2021, the FDA published the “Artificial Intelligence/
Machine Learning (Al/ML)-Based Software as a Medical Device
(SaMD) Action Plan” that included the FDA’s plan to update its
proposed regulatory framework through a five-part action plan
that addresses specific stakeholder feedback. The five-part plan
includes the following actions:

i.  Develop an update to the proposed regulatory framework
presented in the AI/ML-based SaMD discussion paper,
including through the issuance of a Draft Guidance on the
Predetermined Change Control Plan.

ii.  Strengthen FDA’s encouragement of the harmonised
development of Good Machine Learning Practice
(GMLP) through additional FDA participation in collabo-
rative communities and consensus standards development
efforts.

iii.  Support a patient-centreed approach by continuing to
host discussions on the role of transparency to users
of AI/ML-based devices. Building upon the October
2020 Patient Engagement Advisory Committee (PEAC)
Meeting focused on patient trust in AI/ML technologies,
hold a public workshop on medical device labelling to
support transpatency to users of AI/ML-based devices.

iv.  Support regulatory science efforts on the development
of methodology for the evaluation and improvement of
machine learning algorithms, including for the identifica-
tion and elimination of bias, and on the robustness and
resilience of these algorithms to withstand changing clin-
ical inputs and conditions.
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v.  Advance real-world performance pilots in coordination
with stakeholders and other FDA programmes, to provide
additional clarity on what a real-world evidence generation
programme could look like for AI/ML-based SaMD.

The FDA highlighted that its work in this area will be coordi-
nated through the Center for Devices and Radiological Health’s
new Digital Health Center of Excellence.

3 Digital Health Technologies

3.1 What are the core issues that apply to the following

digital health technologies?

m  Telemedicine/Virtual Care

m  State-specific practice of medicine licensing laws and
requirements.

m Data privacy laws including HIPAA, CCPA and
HITECH Act with respect to health data that is
collected from patients during consultation.

m  Data rights to health data collected from patients
during consultation.

m  FDA regulatory issues such as SaMD, 510k certifica-
tion and PMA.

m  Stark Law and Anti-Kickback Statutes.

m  Robotics

m Data privacy laws including HIPAA, CCPA and
HITECH Act with respect to health data that is
collected and used to train software used to operate
the robotic device.

m  Tort liability (products liability or negligence theories)
for injuries sustained by patients during surgery.

m  FDA regulatory issues such as 510k certification and
PMA.

m  Wearables

m Data privacy laws including HIPAA, CCPA and
HITECH Act with regards to health data that is
collected by devices.

m  Data rights to health data that is collected from device
wearers.

m  FDA regulatory issues such as SaMD, 510k and PMA
if the manufacturer seeks to make diagnostic or thera-
peutic claims for their devices.

m  Virtual Assistants (e.g. Alexa)

m Data privacy laws including HIPAA, CCPA and
HITECH Act with regards to voice and WiFi signal
data that is collected by the virtual assistant.

m  Data rights to the voice and WiFi signal data that is
collected by the virtual assistant.

m  FDA regulatory issues such as SaMD, 510k, and PMA
if manufacturer secks to make diagnostic or thera-
peutic claims for the virtual assistant.

m  Mobile Apps

m Data privacy laws including HIPAA, CCPA and
HITECH Act with regards to health data that is
collected by the mobile app.

m  Data rights to the health data that is collected by the
mobile app.

m  FDA regulatory issues such as SaMD, 510k and PMA
if manufacturer secks to make diagnostic or thera-
peutic claims for the mobile app.

m  Tort liability (products liability or negligence) for inju-
ries sustained by patients using mobile apps for diag-
nostic or therapeutic purposes.

m  Issues related to the patentability of software or diag-
nostics inventions.

Digital Health 2022
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Software as a Medical Device

m  FDA regulatory issues such as SaMD, 510k and PMA
if manufacture makes diagnostic or therapeutics
claims for the software. Unique issues with evalu-
ating safety and efficacy of software used to diagnose
or treat patients.

m  Issues related to patentability of software of diagnos-
tics inventions.

Clinical Decision Support Software

m Data privacy laws including HIPAA, CCPA and
HITECH Act with regards to health data that is used
in the software.

m  FDA regulatory issues such as SaMD, 510k and PMA
if developer seeks to make diagnostic or therapeutic
claims for the software.

m  Tort liability (products liability or negligence) for inju-
ries sustained by patients using the software for diag-
nostic or therapeutic purposes.

m  Issues related to the patentability of software or diag-
nostics inventions.

AI/ML powered digital health solutions

m Inventorship issues with inventions atising out of A1/
ML algorithms.

m  Clinical adoption of AI/ML softwate that is used in a
clinical setting.

m  FDA regulatory issues such as SaMD, 510k, and PMA if
manufacturer makes diagnostic or therapeutics claims
for the AI/ML-powered software. Unique issues with
evaluating safety and efficacy of AI/ML-powered
software used to diagnose or treat patients.

m  Data rights issues related to the data sets that are used
to train AI/ML software with. Itis even more compli-
cated if the training data set includes data sets from
multiple parties with differing levels of data rights.

IoT and Connected Devices

m Data privacy laws including HIPAA, CCPA and
HITECH Act with regards to health data that is
collected by the IoT connected devices.

m  Data rights to the health data that is collected by the
10T connected devices.

3D Printing/Bioprinting

m Data privacy laws including HIPAA, CCPA and
HITECH Act with regard to handling of patient
imaging data used as 3D printing templates.

m FDA regulatory issues such as SaMD, 510k, PMA
and Biologics License Application (BLA) depending
on whether the manufacturer is making and selling
rendering software, printing equipment and bioink
with cells or other biological compositions.

Digital Therapeutics

m Data privacy laws including HIPAA, CCPA and
HITECH Act with regards to health data that is used
in ot collected by the software and/or devices.

m  FDA regulatory issues such as SaMD, 510k and PMA
if developer seeks to make therapeutic claims for the
software and/or devices.

m  Tort liability (products liability or negligence) for inju-
ries sustained by patients using the software or devices
for therapeutic purposes.

m  Issues related to the patentability of software or diag-
nostics inventions.

Natural Language Processing

m FDA regulatory issues if the natural language
processing (NLP) software is used as part of a medical
device or SaMD used as a diagnostic or therapeutic
purpose.
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m  Tort liability (products liability or negligence) for inju-
ries sustained by patients using these apps or devices,
that incorporates the NLP software, for diagnostic or
therapeutic purposes.

3.2 What are the key issues for digital platform

providers?

The key issues for digital platform providers are:

m  Compliance with data privacy laws including HIPAA,
CCPA and HITECH Act with regards to health data that is
collected by the providers.

u Obtaining data rights to the health data collected from
customers/patients by complying with informed consent
requirements.

[ Data sharing and IP provisions in agreements.

m  Tort liability (products liability of negligence) for injuries
sustained by patients using these platforms for diagnostic
or therapeutic purposes.

m  Issues related to the patentability of software or diagnostics
inventions.

4 DataUse

4.1 What are the key issues to consider for use of

personal data?

Some of the key issues to consider for the use of personal data are:

m  What type of personal data is it? If it is PHI, it would
thereby be subject to HIPAA. Contrast this with wellness
data, for example, which would appear to be health-related
but in reality, is separate and distinct and, therefore, not regu-
lated by HIPAA. Of course, personal data in general is subject
to various, state, federal, and international data privacy laws.

m  What is the intended purpose of this data? Defining
this purpose early and often is essential as it will become
core to the metes and bounds of the data transaction and
will help with the initial undertaking of seeking appropriate
(patient) consents, which is far easier to do at the outset.

m  Whatare potential secondary uses of the data? Defining
secondary uses up front is also important as a data user
must maximise the value of the data transaction. Failing to
set the expectation early may result in a data transaction of
limited scope, forcing a data user to either seck amendment
to the existing transaction or the need for a second agree-
ment. In either case, leverage in negotiation will quickly
pivot to the data holder, who will now have a clear idea of
the importance to the data user of these secondary users.

m  Where is the data coming from and where is it going?
To answer this, detailed data maps need to be developed,
tracing the path of data across various states and nations,
thereby identifying the jurisdictions that will define the
scope of data compliance requirements for a data user.
As stated above, each impacted territory, whether state or
country, may have unique data compliance (data privacy)
laws that must be accounted for in executing the data
strategy. Of note, data mapping is a requirement under
several of the potentially applicable healthcare laws and as
such, it is factored into several parts of the data strategy.

4.2 How do such considerations change depending on

the nature of the entities involved?

Assuming the data under consideration is PHI, in dealing with
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HIPAA, a threshold determination is whether one is an entity
subject to HIPAA (referred to as a “Covered Entity”), or a
“Business Associate” of said Covered Entity by way of providing
certain services for the Covered Entity. Covered Entities,
aside from providers of healthcare that bill through claims,
include, for example, government healthcare programmes (e.g.,
Medicare, Medicaid, military health programmes, veteran health
programmes), health maintenance organisations (HMOs),
employee sponsored health plans, and health insurance compa-
nies. Business Associates are parties (person or entity) that are
not part of a Covered Entity workforce but, by virtue of acting
on behalf of, or providing certain services to, a Covered Entity,
receive access to PHI that is in the possession of the Covered
Entity and which the Covered Entity has responsibility for.

4.3 Which key regulatory requirements apply?

HIPAA is the primary and fundamental U.S. federal law related
to protecting patient health information. In relation to HIPAA,
the HITECH, signed into law in 2009, further increased patient
rights by financially incentivising the adoption of electronic
health records and increased privacy and security protection, and
also increasing penalties to covered entities and their business
associates for HIPAA violations. The CCPA, enacted in 2018,
is an example of a state statute primarily focused on addressing
the enhancement of privacy rights and consumer protection for
that state’s residents. Similar applicable laws exist in many U.S.
states. Especially for data transactions with the EU, the General
Data Protection Regulation (GDPR), in force since May 2018,
protects natural persons in relation to the processing and move-
ment of personal data.

4.4 Do theregulations define the scope of data use?

Generally, yes, and particularly, the regulations concerning PHI,
HIPAA and HITECH define the allowable scope of data use.

4.5 What are the key contractual considerations?

Key contractual considerations depend on what is being
contracted. For example, for a data transaction involving enti-
ties as part of collaborative research, intellectual property rights
arising out of the research, as well as primary and secondary
uses of the data, are essential to cleatly define. Field restric-
tion language can also become important, as it can minimise the
impact of a data transaction agreement to a company’s overall
business strategy. With PHI involved, if an involved entity has
been identified as a business associate, then a Business Associate
Agreement may be needed between the business associate and
covered entity. With non-PHI involved, data processing agree-
ments may still be needed for handling data, even though it
is not subject to HIPAA. Other potentially important terms
include terms addressing data breaches, data handling during
and after the agreement period, and associated representation/
warranty language associated with any breach.

4.6 What are the key legal issues in your jurisdiction

with securing comprehensive rights to data that is used
or collected?

Securing comprehensive rights is extremely important. Healthcare
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data is exceptionally valuable — valuable to both the patient and the
company that is able to procure such data. Given its criticality, one
must have permission to use healthcare data for a desired purpose.
Regardless of whether the healthcare data is generated or acquired
by the data user, the data user must have the consent of the data’s
ultimate owner, i.c., the patient, to use that healthcare data. In
cases where healthcare data is acquired from a third party, the data
user must also have the consent of the third party to use the health-
care data for a desired purpose. Often, consent from a third party
(e.g., a healthcare data warehouse or aggregator) comes in the form
of a data transaction, whereby said data user will usually remu-
nerate the third party to acquire the healthcare data for the desired
purpose. Of course, the consent between data owner and data
user will come via the data owner providing consent to this third
party to transact the data to parties such as the data user. It is
worth noting that a healthcare data warehouse or aggregator does
not solely mean data mines such as personal genomics companies
23andMe and Ancestry. It also includes traditional entities such
as hospitals and hospital systems, universities, research institutes
and pharmaceutical companies. Consent can come in a variety of
ways, butit s critical to be able to demonstrate such consent for any
downstream data use.

5 Data Sharing

5.1 What are the key issues to consider when sharing

personal data?

Key issues include data privacy and security generally, regard-
less of whether the information is personal health information
or not. For personal data in general, as discussed herein, entities
dealing in data must consider the regulatory requirements across
different jurisdictions. For U.S. data sharing, federal and state
laws must be considered. For international data sharing, ex-U.S.
regulatory schemes must fold into a data sharing strategy.

When the personal data is PHI, the regulatory requirements
only increase, with federal laws such as HIPAA and HITECH
to consider.

From a personal standpoint, each individual must recognise
their own personal right to their own data, and must consider
agreeing to consent agreements that may provide entities with
the right to transact one’s personal data beyond the scope said
individual might desire.

5.2 How do such considerations change depending on

the nature of the entities involved?

As discussed herein and previously, when data is PHI and subject
to federal regulations such as HIPAA and HITECH, entities that
qualify as Covered Entities and Business Associates may have to
execute Business Associate Agreements to be in proper standing,
and may have to ensure that all associated parties involved meet
the obligations imposed by federal laws for the handling of PHI.

5.3 Which key regulatory requirements apply when it

comes to sharing data?

Please see section 4.
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6 Intellectual Property

6.1 What is the scope of patent protection?

As relevant to digital health, current U.S. patent law is generally
unfavourable towards the subject matter patentability of soft-
ware and diagnostics inventions. As such, successfully navi-
gating the subject matter patentability hurdle is the first step to
protecting digital health solutions. Recent U.S. Supreme Court
and Federal Circuit cases have begun to chip away at this hurdle
for diagnostics innovation (See Hikma Pharmacenticals USA Ine.
v. Vanda Pharmacenticals Inc. (https://www.scotusblog.com/case-
files/cases/hikma-pharmaceuticals-usa-inc-v-vanda-pharma-
ceuticals-inc/) and CardioNet, LLC v. InfoBionic, Inc. (https://
law.justia.com/cases/federal /appellate-courts/cafc/19-1149/19-
1149-2020-04-17.html)) and the current expectation is that
future cases will continue to swing towards affirming protec-
tion for this important class of innovation. In addition to satis-
fying the subject matter hurdle, novelty and non-obviousness
are also required for patentability.

The term of utility patent protection (with certain exceptions)
is 20 years (15 years for design patents) from the date of filing
the application. A patent gives the patent owner an affirma-
tive right to exclude others from making, using or selling the
patented invention.

6.2 What is the scope of copyright protection?

For digital health solutions, copyright protects the software
source code and object code as works of authorship, and data-
bases as compilations (provided there is sufficient originality
in the structure, sequence and organisation of the database to
meet the originality requirement). While copyrights arise auto-
matically, the U.S. has a formal process to register copyrights,
which is a prerequisite for commencing a copyright infringe-
ment action. Registered copyrights are eligible for “statutory
damages” under the Copyright Act which can help mitigate
the difficulties in establishing the monetary value damages due
to the copyright infringement. Copyrights that are registered
within five years of publication establishes prima facie evidence
of the validity of the copyright and facts stated in the copyright
registration certificate. Also, the burden of proof of non-in-
fringement shifts to the alleged infringer.

To register software source code (or object code) or a data-
base with the U.S. Copyright Office (a part of the Library of
Congress) a “registration deposit” copy of the software code or
database must be deposited that meets the requirements under
the Act. The term of copyright protection is the life of the
author plus 70 years, unless the work had been created as a work
made for hire, in which case the term is the shorter of 120 years
after creation or 95 years after publication.

6.3 What is the scope of trade secret protection?

Trade secret protection can be used to protect formulas, practices,
processes, designs, instruments, patterns, or compilations of infor-
mation that is not generally known to the public and have inherent
economic value. Trade secrets have no fixed term but require the
owner to appropriately mark the information and to put in appro-
priate safeguard measures to guard the information from being
released to the public. However, unlike patents, trade secrets cannot
prevent independent development of the trade secret information.
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6.4 What are the rules or laws that apply to academic

technology transfers in your jurisdiction?

Most academic institutions require their professors, researchers
and students to assign any IP they develop with the institution’s
resources or funding to back them. In some instances, the insti-
tutions, applicable departments and the professor/researcher
enter into separate royalty-sharing agreements.

The IP is typically out-licensed to third parties for commercial-
isation on terms that may include: royalties; upfront payments;
milestone payments; and equity in the licensee company.

6.5 What is the scope of intellectual property

protection for Software as a Medical Device?

SaMD, which the FDA defines as “software intended to be
used for one or more medical purposes that perform these
purposes without being part of a hardware medical device” can
be protected by patents, copyrights and/or trade secrets. SaMD
source code and objects can be copyrightable and trade secret
subject matter (provided that they are appropriately marked and
appropriate protections are put into place to ensure that they’re
not released to the public). An SaMD can also be protectable by
patents if it meets U.S. subject matter patentability requirements
and is novel and non-obvious over the prior art.

6.6 Can an artificial intelligence device be named as an

inventor of a patent in your jurisdiction?

In the United States, both the courts (in Stephen Thaler v. Andrew
Hirshfeld, E.DVa., 2021) and the U.S. Patent and Trademark Office
(USPTO) have ruled that an Al machine cannot be an “inventor”
for purposes of the United States Patent Act (35 U.S. Code).

6.7 What are the core rules or laws related to

government funded inventions in your jurisdiction?

In the U.S., the Bayh-Dole Act of 1980 (35 U.S.C. § 200-212)
deals with inventions arising from federal government-funded
research. Before the enactment of the Bayh-Dole Act, the
government’s consistent position was that the results of any
research and development funded with taxpayer’s money should
be in the public domain and freely available to the public.

The Bayh-Dole Act permits qualified small businesses and
non-profits to retain title to “subject inventions” arising out
of federal funded research providing that they comply with
the following conditions: (1) the federal government receives a
licence in subject inventions; (2) the private party has properly
notified the government of the subject inventions; (3) the pref-
erence for U.S. industry that is found in all technology transfer
programs is included; and (4) the federal government retains
“march-in rights”.  Within this framework, a “subject inven-
tion” is any invention of a qualified private party (i.e., small
business or non-profit) conceived or first actually reduced to
practice in the performance of work under a funding agreement.
Whereas, “march-in rights” permits the federal government to
order a private party to grant a compulsory licence to a third
party (including competitors) when they make a determination
that the private party has not: (1) taken effective steps to achieve
practical application of the invention within a reasonable time;
(2) reasonably satisfied national health and safety needs; (3)
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reasonably satisfied regulatory requirements for public use; or
(4) received the required permission from the government under
the U.S. industry preference provision before licensing.

7 Commercial Agreements

7.1 What considerations apply to collaborative

improvements?

Collaborations are commonplace in digital health and can
generally be grouped into two categories: data driven; and tech-
nology driven.

In data-driven digital health collaborations, the parties are
interested in granting, acquiring or sharing access to data that is
used to power digital health solution(s).

Typical data driven collaboration scenarios are:

m A healthcare institution (e.g., hospital system, hospitals,
clinics, community health organisations, etc.) sharing their
patient data (typically patient medical records, biological
samples used to generate data, questionnaires, etc.) with a
company that utilises the data to discover or power their
digital health solution(s).

® A university or non-profit research organisation sharing
their research data with a company that utilises the data
(typically genomic, proteomic, microbiome, study results,
etc.) with a company that utilises the data to discover or
power their digital health solution(s).

m  Companies sharing patient or research data where the data
flows from one company to the other or between the compa-
nies to discover or power their digital health solution(s).

In technology-driven digital health collaborations, the parties
are interested in either obtaining technology from one another
or sharing their collective technologies to develop the digital
health solution(s).

Typical technology-driven collaboration scenarios are:

m A university or non-profit research organisation sharing
their technology or know-how with a company that utilises
that technology their digital health solution(s).

m  Companies sharing technology or know-how to develop
combined digital health solution(s).

Ownership of intellectual property rights (e.g., patents, copy-
rights, technical know-how, research results/data, etc)) to the
collaborative improvements that result from the shared data
and technologies can be governed by U.S. intellectual property
laws and/or in the terms of the agreement between the parties.
Although the default stance is typically joint ownership, data
owners have unique negotiation leverage to insist that they own
the intellectual property rights (with the data recipient being
granted a licence or option to those rights) since their data is the
core asset in the collaboration.

7.2 What considerations apply in agreements between

healthcare and non-healthcare companies?

The most important legal considerations to pay attention to in
agreements between healthcare and non-healthcare companies
are data privacy compliance and data rights.

With respect to data privacy compliance, the parties need
to pay attention to their respective roles and responsibili-
ties in the agreement as it relates to compliance with HIPAA
and patient-informed consent requirements. Failure to prop-
erly develop and/or execute processes that are compliant with
HIPAA or informed consent requirements can result in patient
data that is tainted, which will encumber its use by the parties.
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Data rights is another important consideration in this type of
agreement where data (e.g., patient medical records, question-
naires, etc.) is typically owned by the healthcare company which
then shares it with the non-healthcare company. It is impor-
tant for the non-healthcare company to secure the data rights it
needs from the healthcare company so that they can use the data
for what they need it for and to have the healthcare company
warrant or represent that they have properly secured the rights
to the data from their patients.

8 Al and Machine Learning

8.1 What is the role of machine learning in digital

health?

Al, particularly ML, is used in a variety of ways to enable a
myriad of digital health solutions. It has transformed the way
healthcare data is processed and analysed to arrive at predic-
tive insights that are used in applications as diverse as new drug
discovery, drug repurposing, drug dosing and toxicology, clin-
ical decision support, clinical cohort selection, diagnostics, ther-
apeutics, lifestyle modifications, etc.

Precision medicine models that are powered by big data
analytics and AI/ML can ensure that an individual’s uniqueness
(e.g., genome, microbiome, exposome, lifestyle, etc.) factors into
the prevention and treatment (e.g., therapeutics, surgical proce-
dures, etc.) of disease condition(s) that the individual is suffering
from. An example of this would be companion diagnostic tests
that are used to predict an individual’s response to therapeutics
based on whether they exhibit one or more biomarkers.

AI/ML algorithms trained to predict biological target
response and toxicity can also be used to design novel (i.e.,
non-naturally occurring) chemical structures that have strong
binding characteristics to a biological target with correspond-
ingly low chemical and/or systemic toxicity. This promises to
shorten the initial drug target discovery process as it moves away
from looking for the proverbial “needle in a haystack” to a “lock
and key” approach and will likely lead to drugs that have greater
efficacy and less side effects for larger groups of patients.

8.2 How is training data licensed?

The rights to training datasets are typically specified in the
agreements between the parties sharing the data. Data rights
can be licensed in the same manner as other types of intellec-
tual property rights. That is, it can be treated as a property right
(either under copyrights, trade secrets, or as proprietary infor-
mation) that can be limited by use, field, jurisdiction, consid-
eration (monetary or in kind), etc. As a result, training data
licence agreements can be structured with terms that can appor-
tion ownership and rights (e.g., intellectual property, use, etc.)
to the trained ML algorithm and any insights that it generates.
Some representative examples are:
® A healthcare system gives a ML drug discovery company
access to its data set (i.e., patient medical records) and
requires a non-exclusive licence to use the ML algorithm
that was trained with its dataset for any purpose and joint
ownership of any intellectual property rights on clinical
insights generated by the ML algorithm.
® A pharmaceutical company gives its data set (i.e., clin-
ical trial data) to a ML data analytics company as part of a
collaboration and limits the use of the data for the field of
hypertension and asks for an option to exclusively license
any intellectual property rights arising from insights
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generated by the ML algorithm trained with its data set.

m  Two pharmaceutical companies agree to combine their
data sets (i.e., Cat-T research data) with one another and
carve out specific fields (e.g., leukaemia, lymphoma, breast
cancet, etc.) that each of them can use the combined data
set for.

8.3 Who owns the intellectual property rights to
algorithms that are improved by machine learning

without active human involvement in the software
development?

Current U.S. law requires that patents and copyrights can only
be owned by human inventors and authors, respectively.

For patents, 35 U.S.C. §100, the Manual of Patent Examining
Procedute (MPEP) and recent Federal Circuit cases (Beech
Aireraft Corp. v. EDO Corp., 990 F.3d 1237, 1248 (Fed. Cir.
1993); Univ. of Utah v. Max-Planck-Gessellschaft zur Forderung der
Wissenschaften e.17, 743 F.3d 1315 (Fed. Cir. 2013)) have held that
only natural persons can be inventors for patents.

For copyrights, §306 of the Compendium of U.S. Copyright
Office Practice states that “[tlhe U.S. Copyright Office will
register an original work of authorship, provided that the work
was created by a human being”.

8.4 What commercial considerations apply to licensing

data for use in machine learning?

A variety of different commercial considerations must be

addressed when licensing data for use in ML for digital health

solutions.

They are:

m  Data Set Definition.

m  The contents of the data (e.g., genomic, proteomic, elec-
tronic health records, etc.) being shared.

m  The type of data (e.g., PHI, deidentified, anonymised, etc.)

that is being shared.

The file format of the data being shared.

Data Use Case.

Data used to train ML algorithm of digital health solution.

Geographic location(s) for data use.

Fields (e.g., oncology, ophthalmology, etc.) that the data

can be used in.

Data Rights.

m  Ownership of the data and subsequent data generated
from the data.

B Amount of time that the data can be used for.

m  Sub-licensing rights.

9 Liability

9.1 What theories of liability apply to adverse

outcomes in digital health solutions?

Theories of liability include: contract breach (e.g., data agree-
ments, data transaction, consent agreements); violation of U.S.
federal, U.S. state, and ex-U.S. laws related to the protection of
patient health information and personal data generally; negli-
gence (e.g., by the product provider, the health provider, or the
payer); product liability and Consumer Protection Law in the U.S.
and abroad; Corporate Practice of Medicine; and Anti-Kickback
laws (even with recent legislation increasing safe harbour).
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9.2 What cross-border considerations are there?

Please see question 9.1 above as many of these liability categories
are analogues in ex-U.S. territories. Jurisdictional issues may
arise due to the digital nature of the industry, but other more
established liability categories (e.g., tort laws) will generally be
applicable in various countries for which business is conducted.

10 General

10.1 What are the key issues in Cloud-based services for

digital health?

As discussed herein and previously, digital health (regardless of
whether it is cloud-based), bring several potential legal issues
related to, for example, data use, data rights, data security/cyber-
security (e.g., hacking, loss, breaches), data loss, and personal
health information. These issues can arise in the U.S., in several
U.S. states, and internationally as well. Cloud use can also bring
forth issues depending on data location, which can be in various
places around the world depending on entity location, customer
location, and so on.

10.2 What are the key issues that non-healthcare

companies should consider before entering today’s
digital healthcare market?

As discussed previously, digital health is a convergence of typi-
cally disparate industries: tech; and healthcare. Each industry
encounters issues unique to their industry. The extremely highly
regulated and appropriately risk-averse nature of healthcare can
lead non-healthcare companies to have strategic (often legal)
“blind spots” based on their experience leading up to the digital
health endeavour. For example, non-healthcare companies,
unlike healthcare companies, have not typically had to contem-
plate various legal issues. These can include, for example, FDA,
HIPAA/HITECH, state health data laws, international health
data laws, reimbursement, corporate practice of medicine and
anti-kickback considerations.

10.3 What are the key issues that venture capital and

private equity firms should consider before investing in
digital healthcare ventures?

As a continuation of question 10.2, not only are these various legal
and strategic issues commensurate with converging two typically
disparate industries, each having their own unique issues, these
issues and their corresponding strategy should be sophisticatedly
addressed and dealt with concurrently by a digital health venture.
These issues include, primarily, intellectual property, FDA /regu-
latory, data use/privacy/security (including HIPAA), reimburse-
ment, and healthcatre transactions. These issues are interrelated
and unless a cohesive strategy, from the off, addresses a plan for
cach of these issues, a potential investment target may have a “blind
spot” that can significantly delay launch, diminish revenue, or slow
or reduce adoption. It must be noted that each of these issues
cannot always be “handled” by early-stage companies immediately
at once. Rather, these issues should be considered, and a strategy
developed that will be tested, executed and regularly reassessed so
that each issue can be moved forward to resolution concurrently
with the other issues.
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Moreover, given the converging nature of digital health,
investors should not assume that founders are broadly educated
on all these subjects. Early diligence as to strategy is essential as
there are not many serial digital health entrepreneurs given the
youth of the digital health industry. This can rear its head, not
only with understanding how to address the issues above, but
also how to transact with partner entities (e.g., health systems
and large pharmaceutical companies of typically greater experi-
ence and leverage), which can saddle new ventures with contract
terms that affect future growth potential.

10.4 What are the key barrier(s) holding back

widespread clinical adoption of digital health solutions
in your jurisdiction?

There are two spectrums to the hurdles affecting widespread
clinical adoption. On the one hand, the industry of digital health
is young from an adoption standpoint. Many patients, particu-
larly the elderly, have extensive experience and likely comfort
with in-person treatment. Moreover, the parties involved in
deciding on a digital health solution are very likely new to the
industry as well, making robust diligence difficult to achieve on
potential digital health solutions. On the other hand, due in part
to COVID-19, digital health entrants have increased dramati-
cally in the last two years. As a result, digital health consumers,
already ramping up their knowledge in this space, now have to
deal with a wealth of options. Which to choose? How do I navi-
gate all these potential solutions?

10.5 What are the key clinician certification bodies (e.g.,

American College of Radiology, etc.) in your jurisdiction that
influence the clinical adoption of digital health solutions?

With the dramatic increase in digital health solutions entering
the market, and the aforementioned diligence shortfalls that
can accompany customers, formal endorsements are one way
of differentiating your solution from your competitors. Add to
that the difficult financial situation in the U.S., one that may
continue for a substantial period of time. Customers will be
even more circumspect in analysing solutions, and may look for
any designation that can mitigate the risk of purchasing a subpar
solution.

Key digital health-related certification bodies in the U.S.
include: American College of Radiology; American Board of
Medical Specialties; American Medical Association; and the
American Board of Professional Psychology.
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10.6 Are patients who utilise digital health solutions
reimbursed by the government or private insurers in your
jurisdiction? If so, does a digital health solution provider
need to comply with any formal certification, registration
or other requirements in order to be reimbursed?

From a U.S. industry standpoint, payors continue to observe
inconsistency in regard to the reimbursement of digital
health-related therapies and treatments. Further, from a
government payor programme perspective, government review
of proposed regulations continues in an effort to ascertain how
best to determine if a particular digital health-related device is
clinically beneficial to or reasonable and necessary for a govern-
ment healthcare programme beneficiary. The result is that
healthcare providers seeking reimbursement for digital health-
based care must utilise the coverage, coding and billing require-
ments of the respective payor programmes (whether govern-
ment- or private-based) that are currently available and that vary
by payor programme. Providers seeking reimbursement must
also comply with the respective enrolment, registration and
licensing requirements of such payors as they would with any
healthcare treatment reimbursement submission.
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