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GLBA Privacy Notice Obligations 
Contributed by Dan Pepper and Susan Linda Ross, Norton Rose Fulbright US LLP. 

Model Forms 
The Gramm-Leach-Bliley Act of 1999 (GLBA) requires that financial institutions inform customers of their privacy policies. 15 
U.S.C. § 6803(a). The applicable federal regulators coordinated their regulations under GLBA, with an exception by the 
Consumer Financial Protection Bureau (CFPB) noted below. These notices must be provided (a) to the individual customer 
no later than when the institution establishes a customer relationship or (b) to a consumer before the institution discloses 
the consumer's non-public personal information to an unaffiliated third party. See, e.g., 16 C.F.R. § 313.4(a)). A customer is 
defined as a “a continuing relationship between a consumer and you under which you provide one or more financial 
products or services to the consumer that are to be used primarily for personal, family, or household purposes.” In contrast, 
a “consumer” means “an individual who obtains or has obtained a financial product or service from you that is to be used 
primarily for personal, family, or household purposes, or that individual's legal representative.” 16 C.F.R. §313.3(e) and (i). 

With respect to existing customers, the notice must be provided annually. 16 C.F.R. § 313.5. In 2015, Congress amended 15 
U.S.C. § 6803(f) to provide an exception to this annual notice requirement as long as the institution (a) does not disclose 
nonpublic personal information of consumers to third parties (except for certain GLBA exemptions); and (b) the institution 
has not changed its policies and practices with regarding to disclosures, from the most recent disclosure sent to consumers. 
As a result of the change in GLBA, the CFPB amended Regulation P, 12 C.F.R. § 1016.5(e)(1), to reflect the statutory 
amendment. The amended regulation also provides that, if a financial institution changes its policies or practices but does 
not announce the changes by delivering a revised privacy notice to consumers, the financial institution has 100 days from 
the date of the change to deliver the revised privacy policy. 12 C.F.R. § 1016.5(e)(2)(ii). 

The notice under GLBA must include six items: 

(1)  the categories of nonpublic personal information the financial institution collects; 

(2)  the categories of such information it discloses; 

(3)  the affiliates and the non-affiliated third parties to whom such information is disclosed; 

(4)  the institution's policies and practices with respect to protecting the confidentiality and security of nonpublic 
personal information; 

(5)  a description of the customer's right to prevent certain disclosures to non-affiliated third parties and the method(s) 
the customer may use to exercise this opt-out right; and 

(6)  a description of an institution's security procedures with respect to confidential information. 

16 C.F.R. § 313.6(a). 

The eight federal regulators (see Comparison Table – GLBA Privacy & Data Security: Federal & State Regulatory Authority) 
developed a model set of disclosure forms. Financial institutions are not required to use the forms, but they are market-
standard because most financial institutions wish to take advantage of the “safe harbor” offered by the regulators. In the 
press release announcing the forms, the regulators stated that any financial institution choosing to use the form would 
essentially be deemed in compliance with GLBA's privacy disclosure requirements. See Joint Press Release, Federal 
Regulators Release Model Consumer Privacy Notice Online Form Builder,  https://www.federalreserve.gov/newsevents 
/pressreleases/bcreg20100415a.htm (Apr. 15, 2010). 

  

https://www.nortonrosefulbright.com/en-us/people/1018053
https://www.nortonrosefulbright.com/en-us/people/1013579
https://www.bloomberglaw.com/product/privacy/document/X32L4238000000
https://www.bloomberglaw.com/product/blaw/citation/15%20usc%206803(a)
https://www.bloomberglaw.com/product/blaw/citation/15%20usc%206803(a)
https://www.bloomberglaw.com/product/blaw/citation/16%20cfr%20313.4(a)
https://www.bloomberglaw.com/product/blaw/citation/16%20cfr%20313.3(e)
https://www.bloomberglaw.com/product/blaw/citation/16%20cfr%20313.5
https://www.bloomberglaw.com/product/blaw/citation/15%20usc%206803(f)
https://www.bloomberglaw.com/product/blaw/citation/15%20usc%206803(f)
https://www.bloomberglaw.com/product/blaw/citation/12%20cfr%201016.5(e)(1)
https://www.bloomberglaw.com/product/blaw/citation/12%20cfr%201016.5(e)(2)(ii)
https://www.bloomberglaw.com/product/blaw/citation/16%20cfr%20313.6(a)
https://www.bloomberglaw.com/product/blaw/document/X2OA8B90000000
https://www.federalreserve.gov/newsevents%20/pressreleases/bcreg20100415a.htm
https://www.federalreserve.gov/newsevents%20/pressreleases/bcreg20100415a.htm
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These form notices are available in the C.F.R.for each federal regulator. There are four model notices. The first notice is a 
two-page form for financial institutions that do not share information with third parties: 
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The second form is a two-page for financial institutions that disclose information to nonaffiliated third parties, and offers 
consumers the ability to opt-out of this third-party disclosure via telephone or online: 
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The third form is for financial institutions that disclose information to nonaffiliated third parties, but only offers an opt-out 
by mail: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Bloomberg Law ©2023 Bloomberg Industry Group, Inc. 8 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



Bloomberg Law ©2023 Bloomberg Industry Group, Inc. 9 

The final model form is a one-page form that contains only an optional mail-in form: 

 

 

 

 

 

 

 

 

 

 

 

 

 

(see, e.g., 12 C.F.R. Part 1016 App. A.). 

For contract requirements between the financial institution and the nonaffiliated third party, see Overview – Federal Trade 
Commission (FTC) Safeguards Rule. 

Delivery of Notices 

Many financial institutions include the appropriate form notice on their websites, in addition to a website privacy policy. 
Financial institutions must also provide annual written notices. Even financial institutions that meet the CFPB's regulatory 
exception in Regulation P, described above, must additionally mail annual notices to any customer who requests one by 
telephone. 12 C.F.R. § 1016.9 (d). Note that consumers may agree to receive notices electronically. 12 C.F.R. § 1016.9 (a). 

Opt-Outs 

GLBA permits consumers to opt-out of the disclosure of their nonpublic personal information that a financial institution 
would disclose to a nonaffiliated third party. Conversely, GLBA permits sharing of the information between and among 
affiliates of the financial institution, and the consumer cannot opt-out of this disclosure. If the financial institution wishes to 
share nonpublic personal information with a nonaffiliated third party, the institution must provide the required GLBA notice 
as well as permit the consumer a reasonable opportunity to opt-out of the disclosure. See 16 C.F.R. § 313.1010(a)(1)). Note 
that, even if the consumer does not opt-out, financial institutions are prohibited from disclosing account numbers or access 
codes to nonaffiliated third parties (there is an exception for consumer reporting agencies). 16 C.F.R. § 313.12. 

Under 15 U.S.C. § 6802, consumers do not have the option to opt-out of: 

• Disclosures to third parties necessary to effectuate the transaction requested by the customer; 

• Disclosures to credit reporting agencies; 

• Disclosures to regulators or when otherwise required by law; or 

• Disclosures in the event the institution sells its business. 

 

https://www.bloomberglaw.com/product/blaw/citation/12%20cfr%201016
https://www.bloomberglaw.com/product/blaw/document/X9B8SPFG000000
https://www.bloomberglaw.com/product/blaw/document/X9B8SPFG000000
https://www.bloomberglaw.com/product/blaw/citation/12%20cfr%201016.9
https://www.bloomberglaw.com/product/blaw/citation/12%20cfr%201016.9
https://www.bloomberglaw.com/product/blaw/citation/16%20cfr%20313.1010(a)(1)
https://www.bloomberglaw.com/product/blaw/citation/16%20cfr%20313.12
https://www.bloomberglaw.com/product/blaw/citation/15%20usc%206802

