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Seventh Circuit Court of Appeals Weighs
Asking Illinois Supreme Court to Resolve
Construction of the Biometric Information
Privacy Act

By Michael W. O’Donnell, Jeffrey Brian Margulies, Andrea Laurie D’Ambra, and
Marie Bussey-Garza

The U.S. Court of Appeals for the Seventh Circuit is considering a case that has the

potential to convert a violation of the Illinois Biometric Information Privacy Act
into a business-shuttering offense — without any demonstration of actual injury to
the plaintiff. The authors of this article discuss the case, which is an important one
to watch.

The U.S. Court of Appeals for the Seventh Circuit heard oral argument on September
14, 2021, in Cothron v. White Castle System, Inc.," a case that has the potential to convert
a violation of the Illinois Biometric Information Privacy Act* (“BIPA”) into a business-
shuttering offense — without any demonstration of actual injury to the plaintiff. While
the case raises substantial equitable and constitutional questions, which were addressed
in the briefing submitted by White Castle and its amici, the oral argument focused
largely on whether the Seventh Circuit should address the issue before it or, instead,
certify the question to the Supreme Court of Illinois.

The latter proposition has many businesses feeling anxious because the last time the
Illinois Supreme court considered a major question regarding BIPA’s construction, it
adopted a broad reading that opened the floodgates to class action litigation under the
statute. For businesses with operations in Illinois that use biometric technology, this
case is an important one to watch.

" Michael W. O’Donnell (mike.odonnell@nortonrosefulbright.com) is the partner in charge
of the San Antonio office of Norton Rose Fulbright US LLP leading the commercial litigation
practice there. Jeffrey Brian Margulies (jeff.margulies@nortonrosefulbright.com) is the partner in
charge of the firm’s Los Angeles and San Francisco offices focusing on litigation, compliance, and
regulatory issues. Andrea Laurie D’Ambra (andrea.dambra@nortonrosefulbright.com) is the firm’s
U.S. Head of Technology & U.S. Head of eDiscovery and Information Governance focusing her
practice on data privacy, e-discovery, cross border discovery, and cybersecurity. Marie Bussey-Garza
(marie.bussey-garza@nortonrosefulbright.com) is an associate at the firm representing clients in complex
commercial litigation matters and defending class actions.

' No. 20-3202, https://scholar.google.com/scholar_case?case=110111316697405254258&hl=en&as_
sdt=6&as_vis=1&oi=scholarr.

> https://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=3004& Chapter]D=57.
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Court WarcH: Resorving CONSTRUCTION OF THE BIPA

BACKGROUND

Under BIPA, which was enacted in 2008, businesses must comply with certain
statutory requirements in connection with the collection, use, or disclosure of biometric
identifiers or information (e.g., through finger scans or facial recognition technology).
These statutory requirements include providing specific disclosures and obtaining
a written release from any individual prior to collecting that person’s biometric
information.?

In addition, BIPA specifies requirements that must be satisfied in order for an entity
to disclose a person’s biometric information. “Any person aggrieved by a violation of”
BIPA may bring an action to recover $1,000 or actual damages for a negligent violation,
$5,000 or actual damages for an intentional or reckless violation, reasonable attorneys’
fees and costs, and injunctive relief.’

In the first decade after BIPA’s enactment, the statute was not heavily litigated. Then,
in 2019, in Rosenbach v. Six Flags Entertainment Corp.,° the Illinois Supreme Court
considered what it means to be “aggrieved” under the statute and determined that a
“violation [of the statute], in itself, is sufficient to support the individual’s or customer’s
statutory cause of action.”” Following this decision, courts were flooded with BIPA class
actions driven by the lure of potentially massive liquidated damages based on a purely
statutory violation, even without any actual harm.

THE ISSUE

In Cothron, BIPAs construction is once again at issue. This time, the question is
whether a BIPA violation accrues only once, upon the first non-compliant collection or
disclosure of biometric information, or whether each subsequent collection or disclosure
constitutes a separate violation under the statute. For example, if an employer fails to
get a BIPA-compliant written release from an employee prior to the employee’s first use
of a finger-scan time clock system, does the violation accrue upon the employee’s first
finger-scan, or is there a separate violation each time the employee scans his or her finger
to clock in or out of work?

The district court held that each biometric scan constitutes a discreet violation of the
statute subject to its own liquidated damages. Under this holding, if an employer uses a
finger-scan timeclock system, each individual scan could constitute a separate violation
of the statute subject to liquidated damages of up to $5,000. If this reading stands,
the potential damages, particularly in a class action, could be astronomical, thereby

3 See 740 ILCS § 14/15(b).

4 See id. § 14/15(d).

> See id. § 14/20.

© 129 N.E.3d 1197 (Ill. 2019).

7 Rosenbach, 129 N.E.3d at 1206.
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rendering the statute purely punitive, contravening its remedial purpose, and raising
significant due process concerns.

THE ORAL ARGUMENT

Although counsel for White Castle previewed the merits of these arguments, the panel
quickly focused on whether the Illinois Supreme Court should have an opportunity to
address this issue of statutory interpretation. Judge Frank Easterbrook, in particular,
signaled that such an approach may be warranted, noting that BIPA cases are generally
removed under the Class Action Fairness Act, thereby preventing the issue from reaching
the state’s highest court. White Castle argued that certification was inappropriate
because resolution of the issue would merely require the court to apply state law accrual
principals, which it does regularly. Cothron’s counsel, on the other hand, welcomed
certification of the issue, if the court were disinclined to uphold the district court’s
ruling.

OTHER CONSIDERATIONS

While the ruling in this action may have broad-reaching effects on litigation in this
space, the Illinois General Assembly may take action that will moot its outcome. Earlier
this year, Illinois lawmakers introduced HB 559,% a bill that would, among other things,
narrow the definition of biometric information and identifiers, implement a 30-day
notice-and-cure period, and make liquidated damages available only upon a showing of
a willful violation.

A separate bill, HB 560,” would eliminate the private right of action entirely, in favor
of enforcement by the Illinois Department of Labor or Attorney General.

Prior attempts to amend BIPA, however, have been unsuccessful,'” and HB 559 and
560 have drawn significant opposition from a number of sources, including the Illinois
ACLU and organized labor.

This time may be different, however. As the global COVID-19 pandemic has led
to unprecedented adoption of remote work, learning, court appearances, and various
other human interactions, the use of video technology has been widely adopted. Indeed,
the Seventh Circuit conducted oral argument in Cothron virtually by remote video
conferencing technology. With the increased use of such technologies, a new wave of
opportunistic BIPA lawsuits has emerged, including cases that target universities that
have adopted remote exam proctoring software. These actions allege that the software,

8 hetps://www.ilga.gov/legislation/BillStatus.asp?DocNum=559&GAID=16&DocTypel D=HB&
SessionD=110&GA=102.

? https://www.ilga.gov/legislation/billstatus.asp?DocNum=560&GAID=16&GA=102&
DocTypelD=HB&LegID=128637&Session]D=110.

10 See, eg., SB 2134 (2019), https://www.ilga.gov/legislation/BillStatus.asp?DocNum=2134&
GAID=15&DocTypel D=SB&LegID=120309&Session]D=1088&SpecSess=&Session=&GA=101.
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which enables remote test-taking without a proctor, gathers students’ biometric
information, such as facial recognition data, voice data, and gaze monitoring data,
without complying with BIPA’s statutory disclosure and written release requirements.

Perhaps faced with these current realities, the Illinois General Assembly will be
prepared to move forward with the amendments that have previously failed.

Alternatively, the changed landscape and tidal wave of litigation following Rosenbach
may encourage the Illinois Supreme Court to adopt a more narrow construction if
tasked with deciding the issue in Cothron.
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